TUTORIAL about Laserlock SPEEnc (Tennis Masters Series 2003):

Commercial protection : Laserlock SPEEnc v 2 (http://www.laserlock.com/)

Editor : Microids

Release date : FR November 01, 2002

http:/www.jeuxvideo.com/articles/0000/00002557 test.htm

Cracking level : [ ] easy [x] intermediate [x] confirmed [ ] expert

It is preferable to have practised or cracked game protections such as Safedisc/SecuROM before reading this tutorial (it also requires knowledge about the
PE file format, manual unpacking and imports rebuilding) and perhaps have read my previous tutorial on Laserlock :p

Tools nedeed :
Softice 4.01
Icedump
Procdump/LordPE
Hiew/Hex Workshop
W32Dasm v8.93
Adump

Masm v8

You must own the original disc of this game or a functional clone (there is a Laserlock profile in Alcohol 120%), to be able to apply this tutorial...
Moreover, it is the French version of Tennis Masters Series 2003...
The protected executable file is "Tennis Masters Series 2003.exe", which will now be called "tms2003.exe"...

OS : Win98 SE.
This tutorial can easily be applied to others debuggers (OllyDbg, for example) and other OS.

This tutorial is detailed in the following way:

A) Introduction and general information
1. Locating OEP

2. Fixing the call Laserlock

3. Rebuilding the imports

4. Cracking the CD-check

1. Fixing the "variable" addresses

2. The polymorphic code

3. The code in general

4. Easily locating the OEP

5. Anti-debugging tricks

6. Integrity checks

7. Stuyding SPEEnc layers

8. Cracking Laserlock SPEEnc without original game CD
D) Generalization and conclusion

E) Greetings

A) Introduction and general information :

Laserlock is a commercial protection, created by MLS LaserLock Inc.

It is characterized by a Laserlok folder (hidden - > they take us for idiots) on CD's root.

[CD is characterized by a ring quite visible on center...]

If they believe that in putting an hidden attribute on important files, we could not see their little game ... - > "a pure lamerz technique" :p


http://www.laserlock.com/
http://www.jeuxvideo.com/articles/0000/00002557_test.htm

HNom Taille | Type M odifié

.

—l Lazerlok.in 20000 ke fickier IN 101002 10:07
Lazerlok.o10 1954 Ko fichier 010 27/07/35 14:44
La se rlo k Lazerlok.ol1 4883 Ko fichier 011 27/07/35 14:44
Lazerlok.ol2 43823 Ko fichier 012 27/07/95 14:42
Lazerlok.ol3 13532 Ko fichier 013 27/07/3814:43

5 éléments sélectionnés.

Taille totale fichier(s) :
97,480,000 octets

Laserlok.in

Laserlok.ol0
Laserlok.oll
Laserlok.olz
Laserlok.ol3

Protection is based on these "copy protected" files (they can't be copied the usual way).
So, protection has just to check the presence of these files, to determine whether it is disc copy or not.

On the executable file, protection can easily be detected by editing it with a hexadecimal editor:

gooooooo 4D5A& 9000 0300 0000 0400 0O0OO0 FFEF 0000 MZ..............
gooooolo BEs00 0000 0000 0000 4000 0OO00 QOO0 0000 ........ @,
gooooozZo 0000 0000 o000 0000 0000 0000 0000 0000 ... eeeeennnnn
gooooo30 0000 o000 0000 0000 0000 0000 3001 0000 ............ ...
gooooo40 OELF BAOE 0O0B4 09CD Z1E8 014C CDZ1 5488 ........ I..L.ITh
00000050 6973 2070 7ZeF 6772 6leD Z063 61l6E 6EEF is program canno
000000B0 7420 6265 2072 756E 2089 BEZOD 444F 5320 t ke run in DOS

oooooo70 eDeF e4e> ZEOD 0DDOA 2400 0000 0000 0000 mode....5.......
gooooos0 4F36 F801 OBS7 9852 0OBST 9652 0BSY 9852
ooooooso F174 BFS2 OFS7 9p52 F173 BF5Z 0937 9p52
00o0000AD E348 9C52 DAST 9852 E348 9D52 0257 9852
00oo0ooBO 704B SAS52 DESY 9p52 god4bB 9852 2D3V 9652
goooooco 6448 9D52 1C57 9852 64485 9C52 ARST 9852
goooooDo D174 8B52 0757 9652 0OBSY 9652 0357 9652
000000ED F777 8452 0DASY 9852 0BST 9752 EBSY 9852
000000F0 6948 8552 1AS57 89652
goooo1oo =T B27Y9
goooo1lo 456E

goooo1zo 5061 G1aD
goooo13o 4C01 0700 1ED2

= BT

= [

7 I 1t ac
oooo PE..L...... =

Laserlock's guys are cool ; they give us the version of SPEEnc (here, it is version 2).

On their site (copy from September 2003), Laserlock informed us about its protection (Mommy, [ 'm really afraid :p) :

LaserLock consists of the following successful combination:

¢ Sophisticated Codes Encryption software
¢ Physical Signature on CD, made during has single and special glass-mastering process
o State-of-the-art Debug Prevention software engineering embedded in the s/w code

Actually, it is this powerful combination that makes LaserLock protection system so secure, single and applicable, especially when compared to the other
protection systems available today!

LaserLock MARATHON is:

- Uncrackable, with No Generic Cracks

- Most resistant against the latest, advanced copying total software and the devices of the market
- The most compatible Copy protection system worldwide (CD-Rom and DVD-Rom drives)

- Transparent Totally to replicators and end-users, No passwords, No extra devices.

- Of low cost and high efficiency.

I don't know what to say :0
Different types of protections :

Executable file of this game is packed :

Packed by SPEEnc V2 Asterios Parlamentas

\=-SPeEnc loader rutin d02-07-01r by Asterios Parlamentas \ = -

Redirection of APIs of tms2003.exe (call/jmp API replaced by call Laserlock).

Redirection of GetProcAddress API on the IAT.

Previous protections are ensured first by execution of a routine, the SPEEnc (contained in the game executable file)...

This one allows variability of addresses, introduction of polymorphic code on its code, but also various techniques of anti-debugging (anti-bpx,
etc...), decoding layers, integrity checks, etc...

The different steps of this protection :
1. Setup of "variable" addresses

2. Setup of SPEEnc (SPEEnc has various anti-cracking techniques such as polymorphic code, anti-debugging code, etc...)
3. Executable code blocks of SPEEnc are progressively decoded



4. Then, there is the protection itself (CD's physical structure, made by the protection, is read).

If CD authentification failed, the following box appears :

Software Protection Error Eq

e Fleaze Insert Original Disk. in Drive

5. SPEEnc makes some integrity checks (in particular on itself)...
6. SPEEnc then deciphers tms2003.exe and jumps to its OEP
7. APIs are redirected to a routine of SPEEnc, which calculates and returns the good address of redirected APIs

1. Locating OEP to unpack the executable file :

After two small jump on OEP, we arrive at 0040117B and with a look at the code, which follows, we can already suspect the executable file to be
packed... (see the pushad in 0040119F).

[01A7:004010D01 EE7D P 004 0114C| CIumMP |0
[01a7:0040114C EBZD IMP 00401176 | CIUMP |0
01lA7:0040117E8 50 PUSH EAX

01A7:0040117C 55 PUSH EEP

01A7 00401170 ESBQ0000000 CALL 00401182

01lAa7:00401182 5D POP EEP

01A7:00401183 50 PUSH EAX

01A7:00401184 BBCS [ EAx, EEP

01lA7:0040118a SlEDEZ251E8E04 SUE EEP, 048B5182

01A7:0040118C 2DE2010000 SUE EAx, QQO0O0LEZ

01A7:00401191 3EZBES3ELOBEOS SUE Eax, DS: [EBP+048E503E]
01AF:00401198 SES9S53ES08604 MO DS: [EEP+048B503E], EAx
[01A7:0040115F 60 FUSHAD |

01LAF 00401180 BDESCLS1SEOS LEA Eax, [EBP+048E51C1L]
01la7:00401146 50 PUSH EAX

01A7:00401147 BDYDEFSSSE04 LEA EEx, [EBP+048B58EF]
01A7:00401140 2BDS SUB EEx, EAX

01A7:0040118F 53 PUSH EBx

01A7:004011B0 ZEFFBE342508B04 PUSH DWoORD PTR DS: [EBP+0438E5042]
01lA7:004011B7 6822127293 PUSH 03721222

01A7:004011BC ESBZEQ7QO00 CALL 004 0LBEF

01A7:004011C1 8&cC INZE

01lA7:004011C2 5a FOP EDX

To arrive at the "real" OEP, lets first test the traditionals bpx APIs (for example, bpx GetVersion)...

Baooom, the PC explodes... lol... No, just a crash...:p

It is thus useless to put any bpx, because of anti-bpx...

How can we arrive at OEP of our unpacked executable file ?

By putting a bpr 402000 650000 R (memory breakpoint).

Why 402000? Because this way, we avoid the protection's instructions (from 4010D1 to 40192A) before the ret in 0040157C (which enables us to arrive
on "variable addresses" code).

Prefer a large range, because a lot of games do not have their OEP in the neighbourhoods of 401000 (contrary to majority of sharewares executables)...
The 1st break brings us on a LODSB instruction at 00BA73FE :




01a7:0Q0BAFSFS  23D2 XOR EDx, EDX

C1A7:O0EA7SFS  BE4 500 MO EAX, LEBP+0C]
D1AF:00BA7F3FE  F7E3 ML EBX
01A7:00BAF3FA 3300 OR EDX, EAX
D1AF:00BA7FIFC  33D3 OR EDX, EEX
[0LA7:00BATIFE  AC LODSE |
01A7:00BA7FIFF  ClC210 ROL ED¥,10
D1AF:00BAFA02 0206 ADD AL, DH
D1AF:00BA7A04 3202 OR AL, DL
01A7:00BA7A06 C1EALD SHR ED¥,10
D1AT:00BATA00  ZACE SUB AL, DH
D1AT:00BATA0E 3202 »OR AL, DL
DLA7:00BATA0D  AA STOSE
OD1A7:00BAT40E 43 INC EBX
0la7:Q0BATI4OF B3F90L ZmpP EiCx, 01
0la7:Q0BAa7d12 7403 1z QOBATALT
OlA7:00BA41d 40 DEC ECX
[CIAi7-00EAdLS  EEDC N[ DUBA7 S 3]
O1A7:00BAF4L7 61 POPAD
O1AF:00BA741E C9 LEAVE
01A7:00EA741D  C21000 RET 0010

We disable this bpr by a bd 0 and we put a bpx 00BA7417 to leave this loop...

Shucks! We must not use BPX !!! In this case, we crash at 00BA21FA...

So, prefer a bpm 00BA7417 X (hardware breakpoint).

We reactivate then the bpr by a be 0 and we break this time on REPZ MOVSB instruction in 00BA5078 :

01AY:Q0BASOYT  FC CLD

[01A7:00BAGO7S  F3Ad REPZ MOWVSE]|

01A7:00BARO7A  BELS MO EBx, [Eax]
01lAT:Q0BASOYC  B3C0O04 ADD EAx, 0d

01AT:00BASOYF  3EB9E5A5D0OBEO4 [ [w) DS : [EEP+04 8BD0OAST, EAX
01A7:00BASOSG SES99DBSDOSEO4 P DS: [EEP+048BD0OBS ], EBX
01A7:00BASOSD SESBYDAEDOSEO4 PG EBX, DS: [EBP+048BD065]
01A7:Q0BASO94  SES9ODADDOSEOS PO DS : [EEP+048BDOAD] , EBX
01lA7:00BASOOE SESBODACDOSEOS PO EBEX, DS [EBP+048EDOGC]
01A7:00B45042 3ESSSDELDOSEOY MO 0S: [EEP+048BD0EL], EEX
01A7:00BA5045 ESQOOLFOOO0 CALL O0BAGFAE
01A7:00BAS0AE 50 PUSH EAX

01A7:00BASOAF ZEFF33BODOBEO4 CALL 0s: [EEP+048BD080]
01lAY:Q0BASOED 61 POPAD

01lAY:Q0BASOEBY EBOL JmMpP Q0BASOBA

We disable the bpr (bd 0) again and execute the REPZ MOVSB instruction at 00BA5078 by F10 (Step Over)...
Then reactivate the bpr (be 0) a last time and finally after 1 minute, we get OEP of the unpacked tms2003.exe ;)

Note: An lame method "to find" the OEP of an unpacked executable file consists in dumping on runtime (so it is decrypted/decompressed), disassembling
this dump and looking in the code for these instructions :

push ebp

mov ebp, esp

It can constitute a check, but nothing more (because of several occurrences). ..

2. Fixing the call Laserlock

If we attentively look at the code on OEP, we have this:

0lA7:00646957 55 PUSH EEP
0lA7:00646058 SBEC MO EEP,ESP
0la7:00646%9548 BAFF PUZH FF
0lay:00640%3C BEEE9CELO0 PUSH QOBL9CES
0lay:008d4a%8l 6EBCESEG400 PUSH Q0E4BEEC
0lay:008d4a%66 644100000000 MY Efx, Fs: [00000000]
0lay:00eda96C 50 PUSH EAx
0lay:008d4a%60 64892500000000 [ lwivs Fs: [00000000], ESP
0lay:006d46%74 B3ECHE SUE ESP, 58
Qlay:00ed4a977 53 PUSH EEX

0la7 006465978 56 PLUSH ESI
0la7:00646%79 57 PLUSH EDI

01A7 00646974 BOGSER MY [EBEP-18], ESP
[01a7: 00646570 FFLS6077EBAQD CALL [00BA77E0]]
01lA7:00646085 3302 HOR ED, EDX
0lA7:00646985 8and MO oL, AH

0la7 006460987 B89li60C7EF0O0 MGy [O08FC7E0], EDx
0lay:006460%80 BBCE MY EC, EAX
0lay:0084a0%8F SLELFFOQOO00Q0 AND ECx, QDOO00FF
0lay 008465995 890DSCCYEFOOQ MY [008FC75C], ECx
0lay:00646%%8 CLELOS SHL ECx, 08

We see that all the call API (but also JMP API) are replaced by call dword ptr [00BA7760].
It is the redirection of APIs.
(We will call them : "call Laserlock").

Warning : Keep in mind that all addresses like 00BAxxxx, are variable from one execution to another one ("variable addresses"). It is the case of these
"call Laserlock". Here, I fixed them to make explanations easier (see the 2nd part of this tutorial, for more details...).

Let us see what there is, inside...



0LAF:QOBABF3E0 50 FUSH EAX

01lAa7:00BAGF3L 50 PUSH EAX
01A7:00BAGF32 55 PUSH EBP
01A7:00BAGF3S 53 PUSH EBX
01A7:00BAGF34 56 PUSH ESI

0147 :00BAGF3S 52 PUSH EDX
01lA7:00BAGF36 51 PUSH ECX
01A7:00BAGF37  BBSC241C MO EEx, [ESP+1C]
01A7:00BAGF3E  ESOOQOOO0O0 CALL 00BAGF40
01A7:00BAGF40 5D POP EEP
01lAa7:00BAGF4l SLlEDYOCEBEEDY SUE EEP, 04 BBCEYO
01lA7:00BAGF4Y 3EBBEBSSBDOBEOS MO ESI,DS: [EEBP+048BD055]
01A7:00BAGF4E  BBSGFC MO EDx, [ESI-04]
01lAT:Q0BAGFSL  B900000000 [ [w) ECx, Q000000
01lA7:00BAGFSG  3EZB9DFZ598B04 SUE EEx, DS: [EBP+04865972]
01A7:00BAGFSD  BBCZ MO EAx, EDX
01A7:00BAGFSF  2BCL 1] EA, ECX
0la7:00BAGFEL  DLES SHR EAx, 1
01A7:00BAGFES  03C1 ADD EAx, ECX
01A7:00BARFAES  391CCE CMP [Eax¥8+ESI], EBX
01A7:00BAGFES 7707 a4 00BAGFTL
01A7:00BAGFEA 7404 a1z O0BAGF7A
01A7:00BAGFEC  BBCS MO ECx, EAX
01A7:00BAGFEE 41 IHC ECx
01A7:00BAGFEF EBEC amMp O0BAGFSD
01A7:00BAGF71  SEBEDO MO ED, EAX
01A7:00BAGF73 44 DEC ED¥
01A7:00BAGF74  EBEV aMpP O0BAGFSD
Q1lAY:Q00BAGFYG  BB44CaE04 M0 Eax, [EAx%B+EST+04]
01A7:00BAGF7A  BBDS MO EB, EAX
01A7:00BAGF7C 25FFFFFF7F AMD EA, TFFFFFFF
01lAY:Q0BAGFEL  S1E300QQ00080 AND EEx, 80000000
01a7:00BAGFET 3EQ3BSTZ598B04 ADD EAxX, DS: [EBP+048B5972 ]
01A7:00BAGFSE BBOO PG Eax, [Eax]
01lAa7:00BAGFS0  B3IFBOO CMP EEx, 00
01aA7:00BAGFSE  740E B QOBAGFAS
01A7:00BAGFOS 8544 241C MO [ESP+1C], EAx
01A7:00BAGFOD 55 POP ECx
01A7:00BAGFOA  5A POP EDx
01A7:00BAGFOE  SE POP ESI
01A7:00BAGFOC 5B POP EEBX
01A7:00BAGFOD 5D POP EEP
01A7:00BAGFDE 58 POP EAX
01A7:Q0BABFOF  B3C404 ADD ESP, 04
[0LAT7:00BAGBFAZ C3 RET|

01lAY:00BAGFAS  B9442418 L1 [ESP+18], EAxX
01A7:00BAGFAT 59 POP ECH
01A7:00BARFAS  5A POP EDX
01A7:00BAGFAD  SE POP ESI
01A7:00BAGFAL 5B POP EBX
01a7:00BAGFAE 5D POP EEP
01A7:00BAGFAC 58 POP EAX
[01A7:00BAGFAD  C3 RET]

This routine calculates the API address to return, with address of the "call Laserlock", put on stack at time of its call...
Always with the example of the call dword ptr [00BA7760] at 0064697D, let us trace this routine in step over (F10) until 00BA6FAD. After executing the
ret, we arrive to API GetVersion (Kernel) located at address BFF92F1B... (addresses, which vary, depending on the OS version).

KERMELZZ ! Getversion

01A7:BFF22F1E ESLOF4FDFF CALL BFF72330
01lA7:BFF22F20  AS00002000 TEST EAx, 00200000
01A7:BFF22F25 7407 iz BFF92F2E
01lA7:BFF22F2Y  BB03040000 MO EAx, 00000403
01A7:BFF22F2C  EB14 aMp BFF92F42
01A7:BFF22FZE 2500000080 AND EAx, 80000000
01lA7:BFF22F33  83F801 CMP Eax, 01
01A7:BFF22F36  1BCO SBE EAx, EAX
01la7:iBFF22F38 2500040000 AND EAx, 00000AD0
0lA7:BFF92F3D ZDFCFFFF3F SUB Eax, 3FFFFFFC
OLAT:IBFFS2F42 C3 RET

A little F12 brings us back just after our call Laserlock in 00646983.
To find address of this API in the IAT, we have just to look in the eax register, when we are at 00BA6F8E, on the MOV EAX, [EAX] instruction.
Occurrence is found at 00903938 (idata section).

‘We must thus replace call Laserlock by call API...

Here, we have just to replace FF156077BA00 by FF1538399000.
e 0064697F 38,39,90,00.

One call fixed ;).

We have just to automate what we have previously done manually, by a small routine (a "call-fixer").
This constitutes an anti-dump protection. So, if these calls are not fixed and that we dump, then executable file "will attempt to go" in memory zones,
which do not exist anymore (they were initialized by protection) and it will irreversibly crash...

You will perhaps remember the "Call-fixer" of the previous version of Laserlock (Laserlock version 5, for example, Desperados: Wanted Dead or Alive)?
Well, we can keep the same one to fix all our Call Laserlock of this version (there are only very few things to modify).
If you want more explanations about this routine, I send you back to my previous tutorial :p

Rem: - Compared to the previous version (version 5), there are no more checksums, applied on this routine, which calculates redirection address of the
"call Laserlock", nor on the executable file itself, at time of its call. Thus, we can modify the code if it is necessary (and it is what I did, by patching
address 00BAG6FSE with a jmp edi !!! ).

- The exploit, present in the version 5, which consisted in making the program patch itself and replacing the call Laserlock by call/jmp APIs, from the
50th API and which made possible to avoid CD authentification, has been corrected. ..

Call-fixer (Laserlock.asm):



title call_fixer

.386

.model small, stdcall
option casemap :none

.code
_TextOffset equ 00401000h
_TextSize equ 00411000h
_RoutinePatch equ 00BA6F8Eh
start:
pushad

mov esi, RoutinePatch
mov word ptr [esi],0E7FFh

call @1
@1:
pop edi

add edi, offset herel-offset @1
mov edx, TextOffset
mov ecx, TextSize

search_loop:
cmp word ptr [edx], 15FFh
jne try_again
cmp dword ptr [edx+2], 00BA7760h
jne try_again
lea eax, [edx+6]
pushad
push eax
;jmp dword ptr [BA7760h]
db OFFh,25h,60h,77h,0BAh,0
herel:
mov edx, dword ptr [ebp+1Ch]
mov dword ptr [edx-4], eax
mov eax, edi
cmp ebx, 00
jne @2
mov byte ptr [edx-5], 25h
inc eax
@2: add eax, offset here2-offset herel
mov esi, RoutinePatch+02
Jmp esi
here2:
pop eax
popad
try_again:
inc edx
dec ecx
jne search_loop
popad
int 03
end start

Type r in adump to obtain an address where we can load our routine...
We assemble and load this routine in memory by the 1 command of adump.

Note : Adump was a binary, which allocated some memory in order to load some routines (or anything else), on Softice.
With ollydbg, you can copy this routine just after PE. It is also possible to allocate some memory to do this on OllyDbg (Alt+M to see the Memory map,
then a right click > Allocate Memory).

We break thus on OEP of tms2003.exe and we modifie eip to execute our routine (loaded in Adump).

Note: You have just to type i3here one to break on the int 03 of the routine, which indicates the end of its work...
Once the routine has finished its job, we go back to OEP, by a r eip OEP.

All calls are correctly fixed :)

Now, let us examine the IAT (it starts at 00903704 and finishes at 00903CEC).
You will certainly have noticed in this IAT, an "abnormal address", concerning Kernel imports. ..



OLAF:00903704 |70 16 EB BF 44 16 ES BF—s4 15 E8 BF D1 14 ER BF| F...D...4.......
0lAaF:00903714 |as 10 ER BF EA 15 ES BR-00 00 00 00 00 00 00 00 .....iiiiinnnnns
01AF:00203724 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 ... eeeennnnn
01LAF:0Q0203734 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 ... . ..eenenns
0LAF:00203744 00 00 00 00 Q00 Q0 00 00-D2 DD Q0 70 00 00 Q0 00 ........... e
0LAF: 00203754 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 Q00 00 ... . ...enenns
0LAF: Q0203764 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 . ........cc0eeenn
OLAF 100303774 00 00 00 00 00 00 00 0054 0% B1 BE 06 c8 Bl BE] ........ ] AR e
0LAF: Q0203784 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 ... . c.enennn
0LAF: Q0203794 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 ... ... inennn

0LAaF: 00203744 00 00 00 00 00 00 00 00-00 00 00 OO|13 49 F2 BF ............. I
OLAF: 00503764 42 28 F2 _BF| 00 00 00 00-00 00 00 00 Blesninnennnnnnn

OLAF:Q0D037C4 00 00 00 00 00 00 00 00-00 00 00 00 OO 00 OO OO ................
0LAF: 00303704 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ...........c..an.
0lAF:009037E4 [BF 2B F9 BF 37 2C F9 BF-0B 2D FS BF 17 79 F7 BF| .+..7, ... - 0y,
0lAF:00S9037F4 |1C 7C F7 BF 5F 4A F8 BF-5A 75 F7 BF 6D EO F7 BF| .|.._J..Zu..m...
OLAF:00903804 |FF 2B F9 BF 66 6F F7 BF-BELl 42 F8 BF 90 75 F7 BF| .+..fo...B...u..
01LAF:00203814 |41 0B FA BF 08 9F F8 BF-30 7B F7 BF D1 GF F7 BF| A....... (O] il 4
Z
R

0LAF:00903824 |80 BS F7 BF AC C7 F7 BF-38 6A F7 BF DB 7A F7 BF| ........ Btz
01lAF:00903834 |66 51 F8 BF Bl 6F F7 BF-3B 71 F7 BF 3% 70 F7 BF| kaQ...o..;0..5%9p..
OLAF: Q0903844 |49 3D FE BF AD 20 F8 BF-9A 74 F7 BF A7 BC FS BF SN e
OLAF: 00903854 |F7 76 F7 BF 16 77 F7 BF-44 1B FA BF 27 1B FA BF| .v...w..J...'...
QOLAF: Q0903864 |47 63 F9 BF B3I E3 F9 BF-79 F5 F8 BF 88 5A F9 BF| GC...... YereaZun
0LAF:00903874 |7A E3 FQ BF FC F4 F8 BF-B9 09 FA BF F5 19 FA BF| Z.viiininnnnnnns
01lAaF:00903884 |8F 7B F7 BF 57 7B F7 BF-FA AB F8 BF B2 B9 F7 BF| .{..w{..........
OLAF:00%038%4 |05 79 F7 BF 55 60 FC BF-E% 62 FC BF D7 13 FA BF .y..u‘...b ......
01AF: 005903844 |OD 60 FO BF DA 62 FC BF-0F 10 F9 BF 50 E1 F8 BF| . ...h...... =
0laF:00903864 |34 DB F9 BF 45 46 F3 BF-D2 FF F7 BF 56 DA FO BF| 4...EF...... V...
OLAF:009038C4 |F2 5 F8 BF F7 BF-D2 EL F% BF 8% 63 FC BF| ....;0o
OLAF: 00503804 |7C 1C Fa BFm—CO 63 FC BF 63 7D F7 BF| |....n...
OLlAF:009038€E4 |CE 70 F7 BF 6E F7 BF-C4 BE F7 BF &7 13 FA BF| .}...n.
01lAaF:0093038F4 |E9 FE F7 BF 11 YF F7 BF-B4 57 FY BF 50 60 FC BF| .~...0.. B
0LAF ;00903904 |F8 C7 F9 BF AF OF F9 BF-17 46 FS BF FO FF F7 BF| ... -
Q0LlAF: 00903914 |47 C9 F9 BF CB 41 F8 BF-F2 8B FB8 BF A3 BE F7 BF| G... .48 . ..... Pl
01AF: 00903924 |90 7A F7 BF AE 79 F7 BF-9Z 13 FA BF 81 58 F7 BF| .Z...%.veunn o
01AF:005903934 |70 57 F7 BF 1B 2F F9 BF-DA C5 FB BF 3C CH F9 BF| pw.../...... ik e
OLAF: 00903944 |73 60 FC BF BC AB FS8 BF-91 60 FC BF 3% BB F7 BF| = ....... v h
0LAF: 00903954 |30 70 F7 BF 24 0A F8 BF-AD 77 F7 BF 22 0B F8 BF| =1..%. ...w.." ...
0LAF:00903964 |9F FA F9 BF 48 2F F9 BF-DD 5A F9 BF 8E 5A F9 BF| ....H/...2...2..
01AaF:00903974 |C8 60 FC BF 2F 14 Fa BF-CD EOQ F8 BF CO 6d F7 BF| . ../ e d..
LAF:00903984 |BD C8 F7 BF EC 13 F8 BF-BE 60 FC BF 4C 2B FA BF| ......... E
0laF:009035%%4 DO 76 F7 BF 18 CE F7 BF-3D 7F F7 BF 10 6F F7 BF| .v...... ] I -
01laF:00%903044 D3 50 FO BF Bl 43 F7 BF-95 6D FB BF C6 20 F8 BF| .J]..ac...m..
OLAF ;00903594 |OC 7C FB BF 2C 3E FB BF-9F 70 F7 BF 8L 70 F7 BF| .|..,»...F... ..
OLAF: 00903924 |06 16 F9 BF 88 83 F8 BF-88 43 F7 BF 73 OF FA BF| ......... CHnIS
OLAF: 00903904 |38 42 F7 BF CB 04 FA BF-D4 71 F7 BF OE QF FA BF| S8C....... o [T
0lAaF:00905%E4 |[FE D4 FH BF|00 00 00 Q0-00 00 Q0 00 00 00 00 00 ... iieinnncnnn
0LAF:00903%F4 00 00 00 00 Q0 00 00 Q0-00 00 Q0 00 00 00 Q00 00 ... i innncnnn
QLAF: 00903404 00 00 00 OO0 QO 00 00 QO0-00 00 Q0 00 00 00 Q0 00 ... .o innncnnn
OLAF: Q0903414 00 Q0 00 00 Q0 00 00 QO0-00 00 Q0 00 00 00 Q0 00 ... i innnannn
QOLAF: Q0903424 00 Q0 00 00 QO OO0 00 QO0-00 00 Q0 00 00 00 Q0 00 ... i innnannn
QOLAF: Q0903434 00 Q0 00 00 QO 00 00 QO0-00 00 Q0 00 00 00 Q0 00 ... ieinnnannn
OLAF 00903844 00 00 00 00 Q0 OO0 00 Q0-00 00 00 00 00 00 00 00 ... ..iieinnnnns
01lAaF 00902454 00 00 00 OO0 QO 00 QO QO0-00 00 Q0 00 00 Q0 00 00 ... iieennnanns
0LlAaF: 00903464 00 00 00 OO0 QO 00 00 QO0-00 00 Q0 00 00 00 Q0 00 ......iecenncnns

0LlAF: 00903474 Q0 Q0 00 00|2E 41 F5 BF-36 38 F3 BF 33 47 FY BF| ..... AL LBx. 3G, .
0LAF: 009203434 |00 58 FH BF F9 41 F5 BF-35 24 F5 BF F2 59 F5 BF| .=...4...%...%..
0LAF: 00903494 |18 59 F5 BF 98 20 F5 BF-69 57 F5 BF BF 24 F5S BF| .v... ..7w...%..
OlLAF: 00903404 |2E 35 F3 BF CD 5B F5 BF-1E 14 F5 BF 1D ZF F5 BF 5 fheias A
0LAF:009034B4 |A1 59 F5 BF BF C8 F5 BF-3D 57 F5 BF OF 5A F5 BF| .¥...... =Wt iEe
OLAF: 00903424 |C5 4F F5 BF 9D 24 F5 BF-90 20 F5 BF E7 24 F5 BF| .0...%... ...%..
0lAaF:00%03aD4 |FA& 52 FS BF 71 5C F5 BF-53 4F F5 BF 6% 12 FS5 BF Fo.gh. 50007,
01AF:00%903AE4 D1 15 F5 BF 66 15 F5 BF-4D 56 F5 BF 40 58 FS5 BF| ....k...Mmv..8v..
OlaF:009035AF4 |FO 21 FS BF|00 00 00 00-00 00 00 00 00 00 00 00 ploo..ooeeenn

0LAF: 00303804 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
0laF:00903814 00 00 00 00 Q0 Q0 00 00-00 Q0 00 00 00 00 00 00 ... iiiinnnnns
0laF:00903824 00 00 00 00 Q0 Q0 00 00-00 00 00 00 00 00 00 00 .......ciieuvnans
0laF:00903B34 00 00 00 00 00 00 00 00494 14 EF BF 2F 15 E¥ BFE ....cvnnnnnn Tl
OLAF:00003B44 67 12 E7 BF] 00 00 00 DO- e
01AF:00203634 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 ... . ..cenenns
01lAF:00203864 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 .........cc00eean
01lAF:00203674 |84 83 DF BF 8E 77 DF BF-FL 75 DF BF &5 8& DF BF| ..... [ PRy - F
01AF:00%903B84 |YE 79 DF BF 9F 7A DF BF-FE 7D DF BF 7A 78 DF BF ~E...2..~}..2X..
01AF: 00903694 |B4 62 DF BF 4F 7A DF BF-35 84 DF BF 2C 77 DF BF o R )
0LAF: 00203844 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 ... . ..enenns
01LAF: 00203684 00 00 00 00 00 Q0 00 00-00 00 00 00 00 00 00 00 ... . ..ceeenns
0LAaF:002038C4 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ... .0 enennn
OLAF: 00503604 00 00 00 D0f7A 10 EZ 75-AF 89 EZ2 75 60 73 E2 70] «...® . U...uis,
01lAF:00903BE4 |A3 BY E2 75 74 BO E2 F5-ED 8D E2 75 4B BC EZ2 75| ...uUt..U...UK..
0laF:00903BF4 |02 OF E2 75 B4 Al EZ2 75-70 BD EZ2 753 EB B9 EZ2 73 ...u.

0lAaF:00903C04 |BE 73 E2 75 00 10 E2 75-31 8F EZ2 753 7B 50 E2 75 .s5.u..

0lAaF:00903C14 |CB 8F E2 75 AD 592 EZ2 75-8C 94 EZ2 753 30 10 E2 75| ...U...LU...U=..

L

01LAF:009203C24 |67 10 E2 73 23 67 B2 75-5A 48 EZ2 73 84 47 EZ2 73] o..ufd.UZH. U. G
OLAF :00303C34 |74 10 E2 75 AD 06 E2 75-CD 88 E2 75[00 00 00 00 2Z..U...U...U

OLAF:00303C44 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  tvuvrrveereennns
OLAF:00%03C54 00 00 00 00 00 00 00 00-00 00 00 00 00 00 Q0 00 tvuvvrvrereennns
OLAF:00%03C64 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 vvuvrrvrereennns
O1AF:00%03C74 00 00 00 00 00 00 00 00-00 00 00 0000 3F 0L 30] vveveereennns 7.0
OLAF:00%03C34 [C0 32 01 30 60 44 01 30-A0 50 01 30 30 1B 01 30 ;

O1AF:00%03C%4 |30 32 01 30 DO 4E 01 30-FO 45 01 30 B0 4C 01 30| .2.
OLAF:00%03CA4 |20 73 01 30 60 dc 01 30-80 23 01 30[00 00 G0 00 s.0°..
OLAF:00%03CE4 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 tuueerveeneennns
OLAF:00%03CC4 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 tuuiveeveereennns
OLAF:00%03C04 00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ...oeeeeeeeon...
OLAF 1 00D03CES moo 00 00 00 00 00 00 00 ho ... Oe...n...
OLAF 1 00303CF4 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ......evevennn..
OLAF : 00303004 oo 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 ......eeeeenun..

01lAF:00205014 00 00 00 00 90 00 46 69-6E 64 43 6C 6F 73 63 00 ...... FindClose.
OLAF 005903024 94 00 46 69 6E 64 46 6%-72 73 74 46 8% a6C 65 41 .. FindFirstFilea
OLAF:00903034 00 00 90 00 46 69 6E &4-4E 65 78 74 485 69 6C 65 ....FindnextFile

Indeed, address at 009038D8 does not point to a BFxxxxxx address, as this should be the case, but to 00BA6ECT...

It is a redirection of the GetProcAddress API. This redirection is done by a modification of the IAT, contrary to the call Laserlock, where the redirection is
done by a call to a specific routine, in charge of calculation of address to return and thus requires to transform in the code, all the call/jmp API into call
Laserlock...



Here's this routine :

01A7:Q0BAGECY CEQOOQQD EMNTER Qooo, 0o
01A7:00BAGECE 55 PUSH EEP
01A7:00BAGECC 53 PUSH EBX
01A7:00BAGECD 56 PUSH EST
01A7:00BAGECE 52 PUSH EDx
01A7:00BARECF 51 PUSH EC
01A7:Q0BAREDD  BB4508 PO Eax, [EBP+0E]
01A7:Q0BAREDS BEBSDOC P EBEx, [EBP+0C]
01a7:00BAGEDG  EBQO000Q0O00 CALL QOCOEBAGEDE
01A7:00BAGEDE 5D POP EEP
01A7:00BAGEDC  S1EDUBCSEEO4 SUB EEP, U4 8BC80E
01A7:00BAGEEZ B3FSFF MP Eax, 01
01A7:Q0BAGEES 7337 INZ QOUBAGFLE
01A7:00BAGEEY 53 PUSH EBX
01A7:00BAGEES BlEZFFFFFFOF ARD EBx, UOFFFFFFF
01lA7:00BAGEEE SlFBEE33770F CMP EEx, OF773368
01A7 :00BAGEFY 5B POP EBX
01lA7:Q0BAGEFS 7527 INZ QOEAGBFLE
01lA7 :Q0BAGEFY SLE3000Q000FD AMND EEx, FOOOQQO00
01A7 :00BAREFD (C1C304 ROL EB, 04
01la7:00BAGFO0  B3FBOO CMP EEx, 00
01a7:00BAGFOZ 7400 1z QOBAGFOE
01a7:00BAGFOS  B3FBOL CMP EEx, 01

01a7 QOBARFOS 7402 1z QOBABFLA
01A7:00BAGFOA  33C0 pralal EAx, EAX
01la7:QO0BARFOZ  EBL9 aMpP QOBABFZ T
01A7:00BAGFOE SDB5S303198B04 LEA Eax, [EEP+048E5930]
01lAa7:00BAGF14  EBLL JmMpP QUEAGFZT
01lA7:00BAGFLlG  SDES00DOEE0N4 LEA Eax, [EEP+04 8ED000]
01lA7:Q0BAGFLC  EBOS JmMpP QUEABFZT
01A7:00BAGFLE 53 PUSH EBX
01A7:Q0BAGFLIF 50 PUSH EAx
[01A7:00BAGFZ0  SEFFS592Z5598604 CALL DS: [EEP+04 8659927 |
01lay7:Q0BAGFZY 59 FOP ECx
01A7:00BARF28 54 POP EDX
01A7:00BAGF29  SE POP EST
01A7:00BAGF2A 5B POP EBX

0147 :00BAGFZE 5D POP EEP
01lA7:00BAGFZC 9 LEAVE

0la7:Q0BARFZD  C20800 RET Qo0s

It is the instruction call ds:[ebp+048B5992] at 00BA6F20, which corresponds to a call GetProcAddress.

You just have to replace in IAT (in 009038D8), the value 00BA6F20, by the address of the GetProcAddress API (for me, that will be BFF76DAS).
Here we are : we can dump the executable file :)

Now, we must create a new Imports Table or repair the one we have (and that Laserlock destroyed partially)...

3. Rebuilding the imports

The easiest way: creating a new Import Table :

Run an infinite loop on OEP of tms2003.exe, then run ImpRec, enter good values of the IAT and ImpRec "will attach" to the end of executable file (the
previous obtained dump), the new Import Table (it does it by adding a section).

3 Import REConstructor ¥1.6 FINAL [C] 2001-2003 MackT fuCF

Attach to an Active Process
|c:'\program files\microids\tennis masters series 20035 tennis masters seres 2003 exe [FFF2Fj Pick DLL

Imported Functions Found

added: +E3 [decimal:

IAT Infos needed Mew Import Irfas (IID+45CI+LOADER) Optioris
OEP |00246957 14T AutoSearch Ry |DDDDDDDD Size |DDDD1M

About

RvA |DE|503?E|‘1 Size |DE“:“JDSE8 W Add new sectian
E it

- 0503704 NBFy [i ] walid Show Invalid

+1- dinput8.dll FT hunk: 0050374C NbFunc:1 [decimal:1] validv¥ES

+]- dgound.dll FThunk: 0050377C NbFunc: 2 [decimal:2] validvES Show Suspect

+1- gdi32. dll FThunk:105037E0 MEFunc:2 [decimal: 2] validYES

+1- kernel32.dll FThunk: 005037E 4 NbFunc:81 [decimal:125] validvES

- userd2.di FThunk:00503478 NbFunc:20 [decimat:32) valid:YES

+]- wersion. dil FThunk: 005036 3C NbFunc: 3 [decimal:3) valid¥ES

+1- winmrn.dll FThunk; 00503 74 MbFunc:C [decimal:12) validyES

#1- ws2_32 dll FThurk: 00503808 MbFunc: 14 (decimak 25) walidYE 5 hd Clear Imparts
Log

Original IAT BWA found at; 00503938 in Section AWA; 00803000 Size:000010ES d

18T read successiully,

Current imports:

B [decimal11] valid module(s] [added: +B [decimal+11

Load Tree | Save Tree | Get Imports | Fix Dump

A functional dump is thus obtained, which also run on XP...
Note: You must give the OEP of the unpacked executable. Thus ImpRec also corrects the OEP on PE, which avoids us doing it manually with LordPE.

The hardest way: repairing the original Import Table :
I have dumped so that VO correspond to RO, for more convenience. ..
Import Table is easily found (generally, it is above the IAT):



01AF:Q0903000 DO 31 50 00 00 00 F7 BF-00 00 00 00 50 40 50 00 LJIP......... PER.
OLAF:Q0903010 E4 37 50 00 &4 34 50 Q0-00 00 FS5 BF Q0 00 00 00 .7P.ddP.........
01AF:Q0903020 54 42 50 00 78 34 50 00-8C 31 50 00 00 00 F2 BF TBP.x:P..1P.....

01aF: 00903030 00 00 00 00 82 42 50 Q0-BO 37 50 00 FO 30 50 00 ..... BP..7P..0F.
01aF:0Q0903040 00 00 ES BF 00 00 00 Q0-DO 42 50 00 04 37 50 00 ......... EF..7F.
01AF: 00903050 60 35 50 00 00 00 DF BF-00 OO0 00 00 EC 42 50 00 "S5P.......... EF.

01AF:00S903060 74 3B 50 00 6C 36 50 00-00 00 00 30 00 00 00 00 t;P.16P....0....
01AaF:00903070 EA 45 50 00 BO sC 50 00-38 31 50 00 00 00 00 70 .CP..<P.BlP....p
01laF:00903080 00 00 00 00 OC 44 50 Qo0-4C 37 50 00 28 35 50 00 ..... DP.L7P. (3P,
01aF:00903080 00 00 EY BF 00 00 00 00-54 44 50 00 3C 3B 50 00 ........ ZOP. < P,
OlaAF:0090304A0 C4 35 50 00 00 00 EZ 735-00 00 00 00 68 44 50 00 .5P....U....fDP.
01AF: Q0203080 D8 36 50 00 DO 36 50 00-00 00 F2 7F 00 Q0 00 00 .;P..6P....0....
OLAF:O09030C0 CC 44 50 00 E4 3C 50 0Q0-68 31 50 00 00 00 AF BE .JP..<P.hHlP.....
0LAF:00903000 00 00 00 00 gA 4B 50 Q0-7C 37 50 00 00 00 00 00 ....jKP.|7P.....
01AF:QOQ030EQ 00 00 00 00 00 00 00 Q0-00 00 00 00 00 00 00 00 ... 00
01AF:QO9030F0 BC 42 50 00 9E 42 50 Q0-AC 42 50 00 CO 42 50 00 .BP..BP..BP..EP.
01AF: Q0903100 84 44 50 00 98 44 50 Q0-00 00 00 00 00 Q0 OO0 OO0 LJIP..IP.........
01aF: 00903110 00 00 00 00 00 00 00 Q0-00 00 00 00 00 00 00 00 ..., 00eeennnnn
01aF:Q0903120 00 00 00 00 00 00 00 Q0-00 00 00 00 00 00 00 00 ... .00
01AF:QO0D03130 00 00 00 00 00 00 00 Q0-F6 43 50 00 00 00 00 00 ......... ]

To locate it, you have to look for a pointer to the name of a dll (imports), for example KERNEL32.dll, USER32.dll, etc...

You must work of course with VO (remove image base of memory addresses) and take care of possible alignments of the sections (not here) ...
Here, the IT starts at 503000 and finishes at S030F0, which includes 10 null words, indicating as it should be, the end of Import Table (size = OFO0).
Now, put these values for the IT in PE, by editing it with LordPE (EP Editor - > Directories - > Import Table).

For IAT, put RVA and Size to 00000000, and you will not have any problem...

At each launch of program, IAT is always overwritten (by physical addresses of your OS imports...).

Now, we launch our modified executable and we have the following error (A .DLL file, .DLL, is missing) :

Erreur de démarrage du programme E2

& Un fichier .DLL requiz, .DLL, n'a paz été trouvé.

lol... I like this error ;-)
We have to check values in Import Table, but we will do so after a remainder (I know, I already do this with my previous tutorial, but it is so concise and
clear :p)

An entry (a DLL and all its functions) in the Image Import Descriptor consists of 5 Dword.

Dword 1 - Characteristics (hint name array)
This dword is a pointer to the first element of a pointers table.
Each pointer of this table points to the hint name, followed with a function name.

Dword 2 - TimeDateStamp
Dword 3 - ForwarderChain

Dword 4 - DLL’s name
This dword is a pointer to the name of the DLL (null terminated ASCII string)

Dword S - Import Address Counts
This dword is a pointer towards the first element of an addresses table.
This addresses table functions in parallel with the one of pointers to the hint names (names of functions).

Extracted from Import Function tutorial.doc / Import-Function in section RDATA.doc by El.CaRaCoL. (In French)
Thank you El.CaRaCoL. ;-)

Import Table seems normal, apart from all the Dwords 4 (underlined in red)...
Indeed, it points to a null string instead of pointing to the name of a .dll (imported).
However, they point to the good place (in the middle of functions names).

Thus, Laserlock has partially destroyed IT , by erasing the names of .dlL...

How can we find the missing names of these .dl1?

For an entry, search Dword 5 (underlined in green) corresponding to Dword 4 of the same librairy (underlined in red). We find a pointer to the physical
addresses of this dll functions and the 1st address (1st function) of this addresses table enables us to find the name of the library (for example, under
Softice, by typing u, followed by this address). Of course, we can do the same with Dword 1 (underlined in blue) and find the name of a library, using one
of its functions name...

Now, we have just to patch at the good places, with the library names ...

00504000 4372 6561 Y465 4669 BChS 4D61 Y070 BY9BE CreateFileMappin
00504010 6741 0000 AFOO 4e6F 726D 6174 4D6S 7373 gA....FormatMess
00504020 B1e7 6541 0000 2401 4765 744D 6FA4 756C agel..5.0=tMadul
00504030 6546 696C B54E 616D 6341 0000 2601 4765 eFileName=d. .&.Ce
00504040 744D eFA4 ¥56C 6545 616E 646C 6541 0000 tModuleHandled. .
00504050 0000 0000 0000 0000 0000 o000 0000 BEOL ......o..eoeoan
00504060 4De5 7373 B1a7 6542 BFYE 4100 2F0Z2 5365 MessageBoxd...Se



00504000 4372 6561 7465 4869 BCES 4D61 7070 6968E CreateFileMappin
00504010 e741 0000 AFOO 4e6F 726D 6174 4D65 7373 gA....FormatMess
00504020 6167 6541 0000 2401 4785 744D 6F64 756C ageh..5.GetModul
00504030 6546 696C 654E 616D 6541 0000 2601 4765 eFilelNamed. . &.Ce
00504040 744D BFed4 7560 6548 616E 646C £8541 0000 tModuleHandled. .
00504050 4B45 524E 454C 3332 ZEc4 6CeC 0000 BEO1 KERMEL3Z.d11....
00504060 4DeS 7373 Ble7 6542 BF7E 4100 2F02 5365 MessageBoxd.-.Ze

And here's a summary table :

librairie n® | Dwaord 5 pointe en | Adresse de |a 1ére fonction | Nom de la 1ére fonction | Dwaord 4 pointe en  Librairie (par déduction)

1 S5057E4h EFFS2B5Fh SetEvent 504050k KERMELIZ.dIl
2 503A75h BFF541ZEh MessageBoxA a04254h USERSZ.dI
3 5057 B0h BFF24513h GetStockObject a04282h G0IF2.dll

4 505704k BFEATE7Dh RegCreateleyExA a04200h ADWAPISZ. I
& 50567 4h BFDFEagAh S042ECh WY R Il

B S05CE0h 30013F D0k a043EAR BiMkEE dl
7 S0574Ch 70000005 a0440Ch DiMPUTE.dIl
g 503B3Ch EFES1494h GetFileersionlnfoSizes 5044540 WERSIOR. I
g 503B08h TEE21024h 504466h WYEZ 3204l
10 S503CE4h 7FF4EALEh S04ACCH OLEZZ.dIl

11 50577 Ch EEE1D554h 504B64h DSoUND. Il

Once all these modifications are made, start again and a double error message will appear... (it's still better :p)

Erreur de démarrage du programme E2

& Le fichier TEMMIS MASTERS SERIES 2003.EXE est
li& & une exportation manquante FERMEL3Z DLL: CreateS emafare.

C:\Program Files\Microids\Tennis Masters Series 2003\Tenniz Masters Series 20 B3
e C:“Program Files\Microids\Tennis Masters Series 200357 ennis Masters Series 2003 exe

Un périphérique attaché au systéme ne fonctionne paz carectement.

The 1st thing that I did was to check if the addresses table (Dword 5 - Import Address Table) corresponds to the one (Dword 1) with pointers to the hint
names (names of the functions), concerning the KERNEL32.dll library.

Addresses table (Dword 5) for this library starts at 00503 7E4.

The table (Dword 1) of pointers to the functions names, concerning the same library, starts at 00503 1D0.

In 005037E4, we find the BFF92BSF address, which corresponds to SetEvent API. Its function string is pointed in 005031D0.

In 005037E4+F0, we find the BFFA1C7C address, which corresponds to CompareStringA API. Its function string is pointed in 005031D0+FO0.
In 005037E4+F4=005038DS, we find the BFF76DAS address, which corresponds to GetProcAddress API , whereas in 005031D0-+F4, it is the
CreateSemafore function (its string), which is pointed to !!!

Hum... this must be the problem, here. Moreover, what is this function and why is it there ?

While looking in Win32 Programmer' s Reference, we realize that there is an API of this style, but written as CreateSemaphore and not as
CreateSemafore !!!

Then, impossible not to notice that the strings "CreateSemafore" and "GetProcAddress" have the same size (14 characters) !!!

Laserlock thus replaced the name of GetProcAddress API by a string with same size...

We have just to patch like this (replace by the good API, i.e. GetProcAddress):

00504680 0000 COO1 4C43 4Del 7053 7472 B96E 6757 ....LCHMap3tringW
00504640 0000 BFOO 4765 7443 5049 6Eee 6FOO0 2100 ....GetCPInfo.l.
00504680 436F 6D70 B172 8553 7472 696E 6741 0000 Compareitringd..
005046C0 2200 436F BD70 B17Z2 B553 7472 BY9RE 6757 ".CompareltringW
00504eD0 0000 0000 4372 B561 74p5 5365 6D61 666F ....Createlemafo
005046E0 7265 0000 A301 4865 6170 536% 7ARS 0000 re....HeapSize..
00504eF0 A202 546C ¥341 BCeAC BFe3 0000 A302 54eC . .TlsAlloc....T1

00504690 0000 COO1 4C43 4De1 7053 7472 p96E 6757 ....LCMapStringW
00504640 0000 BFOO 4765 7443 5049 eEee &F00 2100 ....GetCPInfo.!l.
N05046B0 436F 6D70 B172 6553 7472 6Y6E 6741 0000 Compareltringd..
005046C0 2200 436F eD70 6172 6553 7472 6%96E 6757 ".ComparedtringW
00504600 0000 0000 4765 7450 Y26F 6341 B464 7265 ....GetProciddre
005046E0 7373 0000 A301 4865 6170 5369 7ARS 0000 ss....Heapliize..
N0504e6F0 AZ0Z2 54BC 7341 BCRC BFE3 0000 A30Z 546C . .TlsAllow....Tl

You can also, even if it is less clean, modify the pointer to the string "CreateSemafore", so that it points to "GetProcAddress" (for example the one, which
is not far from the PE and that Laserlock has "redirected" for its own use...).



00000480 0000 A210 0000 B410 0000 0000 0000 0000 ovveeveeeneenn..
00000490 4765 744D EFE4 7560 G548 G16E R46C 6541 GetModuleHandleh
ooooo4z0 oooo [EIEEEE 726F = .. .
000004E0 GENE 0000 0000 4C6F 6164 4069 6272 6172 BB. .. .Loadlibrar
00000400 7941 0000 4B45 S524E 454C 3337 ?ER4 GOAC ywA. .EERNEL3Z.d11
00000400 OOEE 7901 4D53 4D459 3232 3633 352E 3030 ..y.MSMIZ2635.00
000004ED 4829 4B03 0300 0000 0000 0000 0000 0000 H}KE.............
000004F0 0000 0055 GEGE 6F77 GEOD SSAE ABAF 776E .. .Unkown.Unkown
00000500 0031 3020 3130 2030 3200 0000 0000 0000 .10-10-02.......

In this case, you have to put in 005032C4, a pointer to 000004A2 instead of 005046D2... (You must point in fact, 2 bytes before the name of the function,
to point to the ordinal).

Now, the game launches without any problem and much more quickly too ;-)

Moreover, it is compatible XP.

Note : You can add the GetProcAddress ordinal (that can be easily found with ImpRec), but the cracked game launches without problems on other OS, if
you didn't add it...

Lastly, it remains a CD-check, but this one is independent of the Laserlock commercial protection and is implemented by the editor (and is thus not very
hard to crack).

4. Cracking the CD-check:

If you want to crack the game in order to be able to play without CD, ensure first that game is complete (full installation).
We launch the game, after having removed CD. A box with the following message : "Please insert the game CD" appears. ..

Erreur

.*"
(_* %  Veullez inzérer le CD

Anrler |

It is a traditional CD-check (like 90% of CD-checks), which determines initially the type of drives, you own, by GetDriveTypeA API, then when it finds
a drive letter corresponding to a CD drive, it determines the CD volume (possibly inserted) by GetVolumeInformationA API and finally compares
volume with the one, which corresponds to the game... *

Introduction of CD-checks corresponds to the beginnings of the Internet and their goals were only to prevent execution of games, illegally distributed by
the Internet.

The democratization of CD writers made their use completely obsolete.

Who doesn't have a CD burner now ? Moreover, it is possible to burn a CD-RW with exactly the same label to play and avoid them, unless there are other
checks (about presence of a specific file, CD size, etc.)...

These CD-checks are thus here only to annoy people and by no means prevents the intensive "hacking" of games...

(commercial protections have already great difficulty to fight, then even less them...).

And do you believe that game editors, when they develop or test their game, they insert a game CD, which does not exist yet ?

Stop believing and following instructions from editors & co, with their useless and imperative CD-checks like "you must absolutely insert CD"....

To locate the routine in question, you can disassemble with W32Dasm the previous dumped / rebuilt executable file...

You just have to search APIs like GetDriveTypeA and GetVolumelnformationA APIs .

Four GetDriveTypeA API occurences can be found, but the one, which corresponds to the CD-check is in 0045EC43, where there's the famous cmp eax,
00000005, just after its call...

Concerning the GetVolumelnformationA API, there are 2 occurrences and obviously the important one is in 0045EBE2...

* Here's the routine in question:



[} 004 5DC77

“l Referenced by a CALL at Addresses:
. 0045DCET . t0045EADG , 004 5EADC , -0O0SEC43]1

|
100401510

ESZEDL0500

imp 004 5EE4D

% peferenced by a (Unconditional or (Clonditional Jump at Address:
| 004 01910C00

(004 5EB40
(004 5EE4 2
(004 5EB4 7Y
(004 5EB4D
(004 5EBAE
(004 5EBSS
(004 5EBSE
P04 5ERSC
(004 5EBSD
(004 5EBSE
(004 5EBSF
(004 5EBGL

GAFF

a86102 7EQD
644100000000
50
8489500000000
81EC3CO10000
53

55

56

57

6A01

BED2

push FEFFFEFE

push OO0FEDZ61

mov eax, dword ptr fs:[00000000]
push eax

mov dword ptr fs:[00000000], esp
sub ESE, 0000013 C

push ebx

push ebp

push esi

push edi

push 00000001

mow ehx, ecx

% peference To: KERMELZZ.SetErrorMode, ord:0264h

(004 5EBG3
1004 5EEAS
1004 5EBAD
(004 5SEBGF
(004 5EERV3
(04 5EBVY
(004 5EBVE

FFL3F8379000
84442413
400
B04C242C
C&E430800
8844242C
EB27ZBFAFF

Call dword ptr [009037F8]
mow al, byte ptr [esp+l3]
ush Q0000000
ea ecx, dword ptr [esp+2C]
mov [ebx+08], 00
mov byte ptr [esp+2c], al
call 00401347

% possible stringbata Ref from Data ob] -»":W

(004 5EBB0
(004 5EBRS
1004 5EBES
(004 5EBEA
(004 5EBEC
1004 5EBED
(004 5EBSE
(004 5EB20
(004 5EB9L
(004 5EBS3
(004 5EBSY
(004 5EB9S

1004 5EBOD
(004 5EBOF
1004 5EBAL
(004 5EBAS
1004 5SEBAT

BF20Z 88800
B3C9FF
33C0

a0l

F2

AE

F7D0L1

49

BEE%
B04C242C
55
EBG6.BFAFF

B4C0
7423
BE7C242C
BECD
8EBD1

mow edi, 00882820
or ecx, FFFFFFFF
¥Or eax, eax

push 00000001
repnz

scash

not ecx

dec ecx

mov ebp, ecx

Tea ecx, dword ptr [esp+2C]
push ebp

call 00401703

test al, al

je 004 5EBCA

mow edi, dword ptr [esp+2C]
mov ecx, ehp

mov edx, ecx

% possible stringbata Ref from Data obj -="W"
|

(004 5EBAS
1004 5SEBAE
1004 5EBEL
1004 5EBB2
1004 5EBES
1004 5EBBES
1004 5EBBS
1004 5EBES
1004 5EBBA
1004 5EBEB
1004 5EBEF

% peferenced by a (Unconditional

BEZ20Z 83800
ClE202

F3

Al

BBCA

55

B3E103

F3

Ad
804C242C
ESBAZ BFAFF

| 1004 5EBSFC]

1004 5EBCS
(004 5EBCE
1004 5EBCA
1004 5EBCE
1004 5EBDD
1004 5EBDD

84442413

2400

BD4C241C
C784245801000000000000
BE44241C

EBCIZ7FAFF

mov esi, Q0832820
shr ecx, 02

repz

mows d

mow ecx, edsx

push ebp

and ecx, 00000003
repz

mowvsh

Tea ecx, dword ptr [esp+2C]
call 0040147E

or (Clonditional Jump at Address:

movw al, byte ptr [esp+l3]
ush CQoO00000
ea ecx, dword ptr [esp+lcC]
mow dword ptr [esp+00000158], 00000000
mov byte ptr [esp+lc], al
call 00401347

v peference To: KERMEL3Z.GetvolumeInformationa, ord:0177h

(004 5EBEZ SBZDF43792000 mov ebp, dword ptr [009037F4]
(004 5EBEE CHE4.24 5401000001 mov byte ptr [esp+000001547, 01
(004 5EBFO CHA4241461 mov [esp+ld], &1

% peferenced by a (Unconditional or (Clonditional Jump at Address:
| s0045EC92(0C)

(004 5EBFS 8B542414 mow edx, dword ptr [esp+14]
(004 5EBF9 SD4CZ428 Tea ecx, dword ptr [esp+28]
(004 5EEBFD 51 ush ecx

(004 5EBFE 8D44243C ea eax, dword ptr [esp+3C]
(004 5ECOZ 52 push edx

1004 5ECO3 50 push eax

(004 5ECO4 ESBBECFAFF call C04028BF

(004 5ECO9 B3C40C add esp, 0000000C

(004 5ECOC QAFF push FFFFFFFF

(004 5ECOE BA00 push 00000000

(004 5ECLO 50 ush eax

(0045EC11 D424 24 ea ecx, dword ptr [esp+24]
(004 5ECLS CEE4246001000002 mov byte ptr [esp+00000160], 02



(O045ECID EB2AZZFAFF call Q0401E4C

(Q045ECZ2 BADL ush Q0000001

(004 5EC24 BDACZA3C ea ecx, dword ptr [esp+3C]
Q04 5ECZE CEB424 5801000001 maov byte ptr [esp+00000158], o1
(004 5EC30 EBT227FAFF call CQO401347

(004 5ECES 8B44241C mow eax, dword ptr [esp+lc]
Q04 5EC3S B5C0 TEesT eax, eax

(004 5EC3E 7505 jne 0045EC42

(004 5EC3D BSGC208100 mov eax, O081206C

% peferenced by a (Unconditional or (Clonditional Jump at Address:
| 004 5EC3E(C)

(004 5EC42 50 push eax

“ Reference To: KERNEL32.GetDriveTTpeA, ord:0l04h

Q04 5ECA3 FFLSFO379000 Call dword ptr [00D037F0]
(004 5ECAS BIFS0S cmp eax, Q0000005

Q04 5ECAC FH38 jne 0045ECEH

(004 SECAE BB44Z241C mow eax, dword ptr [esp+lcC]
(004 5ECS2 B5CO Test eax, eax

(004 5EC54 7505 jne 0045ECSE

(004 5ECS56 BSGC208100 mov eax, O081206C

% peferenced by a (Unconditional or (Clonditional Jump at Address:
| s 004 5ECEH4(C)

(Q045ECSE 2A00 push Q0000000

(004 5ECSD BA00 push Q0000000

(Q045ECSF 2A00 push Q0000000

Q04 5ECEL 2A00 push Q0000000

Q04 5ECES GA00 ush 00000000

(004 5ECAS SD4CZ45C ea ecx, dword ptr [esp+5C]
Q04 5ECHES 6804010000 push 00000104

1004 5ECBE 51 push ecx

(004 5ECEF 50 push eax

[[0045ECTO FFD3D call ebp

% possible stringbata Ref from Data obj ->"CDTMSZ2003"

(004 5ECTY2 BFL42BEB800 mov edi, 00832314

(Q045ECT7 80742448 Tea esi, dword ptr [esp+d8]
(Q045ECTYE BSOADOOQOOD moy ecx, Q0000004

(0045ECE0 3302 xor edx, edx

(O045ECE2 F3 repz

(004 5ECE3 AB cmpsh

Q04 5ECEd F414 je 004 5ECDA

% peferenced by a (Unconditional or (Clonditional Jump at Address:
I:OO45EC4C(C)

1004 5ECBE 8ad42414 mov al, byte ptr [esp+ld]
(004 5ECEA FECO inc al

(004 5ECEC 3CTA cmp al, 7A

(004 5ECEE 38442414 mov byte ptr [esp+l4], al
(004 5ECH2 OFSESDFFFFFF ile 0OC45EEFS

[[0045ECTE EBOY Jmp 004 5ECAT]

% peferenced by a (Unconditional or (Clonditional Jump at Address:
| 004 5ECS4 (T

(004 5ECSA Sad42414 mov al, byte ptr [esp+ld]
T0045ECSE 384308 mov byte ptr [ebx+08], al

% peferenced by a (Uinconditional or (Clonditional Jump at Address:
| s 004 5ECS3CUD

Q04 5ECAL BAD0 push Q0000000

w peference To: KERMEL3Z.SetErrorMode, ord:026dh

|
(004 5ECAS FFLSFB379000 Call dword ptr [Q0D037FE]

(004 5ED2]1 C3 ret

This routine can be called from 5 different places in the code. First, it determines, if a drive letter corresponds to a CD drive, by a call to GetDriveTypeA
api in 0045EC43.

« If it is not the case, we jump in 0045EC86, where al (letter designating a drive) is incremented, then we return to the previous loop (in 0045EBF5) until
finding a CD drive or by default, terminating at letter z ...

« If the routine finds a CD drive, we continue with a call to GetVolumeInformationA API (in 0045EC70). If a CD is inserted in drive, this API returns
the volume of this CD, volume, which is immediately compared with the string "CDTMS2003" at 0045ECS2.

If the good CD is inserted, the drive letter, where CD is inserted, is finally stored in memory in order to be tested further...

If CD is not present or it is not the good one, we start again the loop, which accomplishes these tests, by incrementing al (letter drive to test) to letter z ...

As we saw, the previous routine can be called 5 times.
The call to this routine, in 0045DC77 is the one, which determines or not the MessageBoxA display (which is done by the call ebx in 0045SDCDA) :



s Q04 50CF7 EB943CFAFF call 00401910
1004 5DC7C B34C0 test al, al
s Q04 50CFE F570 jne 0045DCFO

% peference To: USER3Z.MessageBoxa, Ord:0lBEh

(004 50C80 8B1DF83A0000 mow ebx, dword ptr [00903A78]

% peferenced by a (Uinconditional or (Clonditional Jump at Address:
| 1004 5DCEECC]

(004 5DCE0 EBG9SFFAFF call Q0401EFS

;004 5DCEBE BEFO moy es1, eax

:0045DC30 3DFEQS Tea edi, dword ptr [esi+08]
10045DC90 3BCF mov ecx, edi

(004 50C52 EB4 TABFAFF call Q04027DE

2004 50C57 3DES030000 cmp eax, Q0000385

2004 50C5C FelD jbe 0045DCEB

1004 5DC9E BBTELC mov esi, dword ptr [esi+lcC]
(004 50CA1 8ASASS030000 mow al, byte ptr [esi+000003585]
1004 5DCAT 84C0 test al, al

(004 5DCAS 7410 je 00450CEE

(004 5DCAE G855030000 push 00000385

(004 5DCED BBCF mov ecx, edi

(004 5DCE2 ESEYZBFAFF call Q0401870

1004 5DCE7 8BOO mow eax, cdword ptr [eax]

1004 5DCES EBOS jmp 004 5DCCO

% peferenced by a (Uinconditional or (Clonditional Jump at Addresses:
| 2004 50C9C(CY, (00450DCAR0C)

(004 50CEE BELEBZ28100 moyv eax, Q0812258
% peferenced by a (Unconditional or (Clonditional Jump at Address:
| 004 5DCBESCUD

(004 50CC0 AB35200500 push 00052035
1004 5DCCS 50 push eax

(004 50CCE G8E6030000 push 00000386
(004 5DCCE ES243FFAFF call C0401BFd
1004 50C00 SBCS mov ecx, eax

;004 30CD2 EBDVSEFAFF call Q0401BAE
1004 5DCDTY 50 push eax

2004 5DCDE 2A00 push Q0000000
1004 50C0A FFO3 call ehx

1004 5DCDC H3IFE0Z cmp eax, Q0000002
:Q0450CDOF OF8410010000 je 0045DE0QZ

(004 5DCES BECD mov_ecx, ehp

1004 5DCEY ESZ243CFAFF call 004015910
1004 5DCEC 84C0 test al, al

(004 5DCEE 7496 je 00450C86

The loop, starting at 0045DC86, is executed each time we click on "Try again" and each time there is not or a bad CD, inserted (test in 0045DCE?7).
If you have just avoid this 1st check, while launching a game, you will have this (Insert CD) :

It is the check at 005SEC431. You will not leave this message as long as you will have not inserted the game CD ...
Thus, to crack definitively this game, it is proper to force the jump in 0045EC84 (the comparison between the volume and the string "CDTMS2003"),
rather than to force the 5 jumps following the calls to the check routine (in 0045DC77, 0045DCE7, 0045EA06, 0045EADC and 005SEC431).



1. Fixing "variable" addresses :

The first problem is these "variable" addresses : it is never the same values on each launching...
What we know, it is that addresses are something like 00BAxxxx, where xxxx vary each time...
We launch tms2003.exe with Symbol Loader and come here (on OEP of this packed program) :

01C7:00401001 EBVS  IMP 0040114C

puis en regardant un ped plus bas, on a du code trés intéressant

01C7:00400344  64a40 PUSH 40

01C7:0040134C 6800100000 PUSH 00001000
0LC7:00401351 GE00020000 PUSH 00000200
01LC7:004013536  6GAQQ PUSH oo

01C7:004013538 SEFF93BBIFEB04 CALL Ds: [EBP+048B57EE]
01C7:00401410 64a40 PUSH 40

01C7:0040141: 6300100000 PUSH Q0001000
0LC7:00401417 50 PUSH EAxX
01C7:00401418  6AQ0 PUSH oo

01C7:00401414A 3EFF95BEB573B04 CALL D5: [EBP+04 8B5S 7EBE]

After execution of call at 00401358, we have eax = 00B90000.
After execution of call at 0040141A, we have eax = 00BA0000. Hum...

And, while tracing a little, here's the code, which fixes the "random" aspect of addresses in protection :

01C7:00401446 50 PUSH Efx

[01c7:00401447 ESSA010000 CALL 00401506
01c7:0040144C 59 POP ECx

01C7:0040144Dp  25FFFFOO00 AMD Eax, O000FFFF
01C7:00401452  035CE ADD ECxX, EAX

01C7:00401454 3ESSEDBFI7EEQ4 MO Ds: [EBP+048E57EBF], ECx

The variability of addresses is determined by the variable / random value, contained in eax and computed by routine located in 004015D6, called by the
call 004015D6 on 00401447 address.

To remove any variability, type r eax 0, after execution of call 004015D6.

You will thus have same instructions of protection, always at the same addresses. That gets us out of a mess ...

How this "random" value is calculated ?

Quite simply from returned values of GetLocalTime and GetSystemTime APIs ...

QlC7:00401506 53 PUSH EEX

Q1lC7 00401507 51 PUSH EiCx
Q1C7:00401508 52 PUSH EDx
01lC7:00401509 57 PUSH EDI
01700401504 56 FUZH E=SI

017 :0040150E B3ECLE SUB ESP,18

Q17 :0040150E  Spd42418 LExL Eax, [ESP+18]
01lC7V 0040152 50 PUSH EAX
[01C7:004015E3  3EFF2LAAL7SEOQ4 CALL 05: [EEP+048E5744A] <— Call GetLocalTime]
01lCy:00401l5EA  BDFC2418 LEA ECI, [ESP+18]
Q1lC7:00401L5EE  B9OB0O000O00 M0 ECx, 00000008
Q1lC7:004015F3 860307 ADD A=, [EDT]
Q1lC7:004015Fa  B3CF02 ADD EDI, 02
Q1lC7:004015F9 EZF8 LOOP Qo4 01L5F3
Q1lC7:004015FEB 89442412 [ [w) [ESP+12], Enx
0LC7:004015FF BD442418 LEA Eax, [ESP+15]
Q1C7:00401603 50 PUSH EAX

[01c7: 00401604 3EFFSSAES7RE04 cALL DS: [EEP+048ES7AE] <— Call GetsystemTime]
0D1C7:0040160B BDYCZ418 LEA. EDI, [ESP+1E]
017 :0040180F  B9LOCO0O00 (1% Eix, 0000010
017 :00401leld  8a0307 ADD A, [EDI]
Q17 :00401lely  B3CTF02 ADD EDI, 02
Q1lC7V:00401l6la  EZFB LOOP Q040161
QlC7:00401l8lC ©685442410 MO [ESP+10], Ax
QlC7V 00401621 668B4C2412 w1 Cx, [ESP+12]
QlCy:0040162a  &6eD3CLl ROL C,CL

QlC7 00401629 66854C2412 MO [EsP+12],Cx
Q1lC7:0040162E ©668B4C2410 w2 Cx, [ESP+10]
QlC7 00401633 ©6D3C9 ROR C,CL
OD1LC7:00401636 G63B5C2412 P B>, [ESP+12]
Q1lC7:0040163E8 ©633CE WiIOR O, B
QlC7:0040163E ©68BC1 M Ao T
0lC7:00401641 83C418 ADD EsP,18

017 :00401led4d  SE FOP E=I

017 :00401led4y  5F FOP EDI
0lo7:0040lede 5a FOP ED
QlC7:00401647 59 POP ECX
01lC7:00401l648 5B POP EE>
[01C7:004016458 3 RET ]

Let us leave this last routine by executing the ret in 00401649 and let's continue to trace the program until 004014D5 :



01A7:00401480 6al0 PUSH 10

01A7:0040148F BSDES4BSGEEDNY LEA Eax, [EBP+04BESG4E]
01a7:00401455 50 PUSH EAX

01a7:00401496 SDESCIS68E04 LEA Eax, [EBP+048B56GC3]
01a7:0040145C 50 PUSH EAX

01a7:0040145D0 8400 PUSH o] ]

01A7:0040149F 3EFFS5B2578B04 CALL 0S: [EEP+048E57E2]
01A7:00401486 3EFFSSBA578E04 CALL 0S: [EEP+048EB57E6]

==> Q0401440 53 PUSH EEBX

01A7:004014AE ZEFF939637BB04 CALL 0s: [EEP+048B5796]
01A7:004014B5 3ZEBBBIBFITBEOS MO EAx, D5: [EBEP+048B57EF]
01lAa7:004014BC 50 PUSH EAx

01A7:004014B0 BBCDD4SE0S MO EBx, 04 8BD4CD
01A7:004014C2 SlEB3I0598E04 SUE EEx, 048E5930
01A7:004014CE 53 PUSH EEX

01A7:004014C% 3EFFES42508B04 PUSH DWORD PTR DS: [EBP+048E5042]
01A7:00401400 GSCZBAEDFE PUSH FEEDBALCZ
[01a7:00401405 ESIS040000 CALL Q04 01 BEF

01lA7F 00401404 SESBYDEBFG7EEOS PG EBEX, DS: [EBP+048BE576F]

What does the routine called in 004014D5 make ?
It precisely deciphers beginning of code, which contains variable addresses ...
Here, it is a block starting in 00BA0000 (esi) and with a size of 7B9D (ecx)...

01a7:004018EF CEOO00O0 ENTER 00o0a, 0o
01a7:004018F2 60 PUSHAD

01a7:004018F4 BB7514 MO ESI, [EEP+14]
01a7:004018F7 BEBFE MO EDI,ESI
01a7:004018F% BB4D10 MO ECx, [EEP+10]
01a7:004018FC 83F200 CMP ECx, 00
01a7:004018FF 7427 iz 00401928
01a7:00401901 8BLDOS MO EEx, [EEP+05]
01a7:00401904  33D< HOR ELx, EDX
01a7:00401906 8B450C MO Eax, [EEP+0C]
01a7:00401909 F7E3 ML EBx
0147:00401908 3300 HOR ELx, EAX
0147:00401900 3303 HOR ELx, EBX
01a7:0040190F  AC LODSE

0la7:00401910 Clc2lo ROL EDx,10
01a7:004015913 02C6 ADD AL, DH
01a7:00401015 32C2 XOR AL, DL
01a7:00401917 C1EALQ SHR EDx, 10
01a7:0040191A 2ACG SUE AL, DH
01a7:0040101C 32C2 HOR AL, DL
0147:0040191E A4 STOSE

01A47:00401901F 43 INC EBx
01a7:00401920 83F201 CMP ECx, 01
01a7:00401923 7403 az 00401928
01a7:00401925 49 CEC ECx
01a7:00401926 EBDC aMp 00401904
01a7:00401928 &1 FORAD

01a7:00401929 C9 LEAVE

01a7:00401924 C21000 RET 0010

Once this block of instructions is deciphered, it has just to jump on this last...

01C7:0040155A BECOABEOS L% ESI, 04BE5ACO
01lC7:0040155F SlEE3Q598E04 SUE ESI, 048E5930
01lC7:00401565 O3DE ADD EEx, ESI

Q1C7:00401567 3IESSSDFELTEEOL LI DS: [EEP+048B577E], EBX
Q1lC7:0040156E 61 POPAD

Q1lC7:0040156F 3ESBBSTFELTEEO4 M Eax, DS: [EBP+048B577E]
OLC7:00401576 89442408 PO [ESP+0&], EAx
01C7:00401574 58 POP EAX

01lC7:0040157E8 5D POP EEP

[01C7:0040157C (3 RET |

Notice that the jump is not done to 00BA0000 (ebx), but to 00BA0000 + 048BSACO - 048B5930 = 00BA0190 (ebx + esi), computed by instructions in
0040155A, 0040155F and 00401565...
Finally, we arrive then after execution of previous ret, in 00BA0190 (beginning of code with variable addresses):

01C7:008A0100 EBO4 amMpP 00BADLSG CIumpP |2
01C7:00BA0192 ESEBU4ESEB CALL ECASDEEZ
0LC7:Q00BADLSY  FB STI

QL7 :00BA0LOE ESSOEEUMES amp ESBEECED
01C7F:Q0BAD1IOD EBO4 amp 00BADLAS
01C7:Q0BAOLI9F ESEBFEESES amp EQASFDEF
01C7:Q0BAOLAd 0300 ADD Eax, [Eax]
0lC7:Q0BADLIAS 0000 ADD [Eax], AL
01LC7:Q00BA0LASE  EBOL JmMp 00BADLAB
01C7:00BA0LAA ESSSEBUMES CALL ESBEEDOY
01C7:00BAOLAF  EBO4 JmMp 00BADLES
01C7:00BA0LEL ESEBFEESIE JmMp SO9A3FDAL
01C7:00BA01BE EBO4 JmMpP 00BADLEC
01C7:00BA01BE EBEEQ4ESEE CALL ECAZ0GAR
01C7:008A01BD FB 5TI

01C7:00BADLIEBE ESEBOLEYI3 JmMpP 244103AE
01LCZ7:00BAOLCE EBEBO7Z4D8 M EEx, DE2407EE
0LC7:Q0BAOLCE 5B POP EE>
0LCF:Q00BAOLCS EBF9 amMp 00BADLCH

i.e. polymorphic code (interleaved jumps, obfuscation code, junk code), supposed to make hard crackers' life...
Here is another example of this type of code :

01C7:00BALEA7  EBOL amp DOBALEAL CIump |0
01C7:00BALEAD  CC INT 3
==> QOBALEAA 57 PUSH EDI
01C7:00BA1EAE EBFEBO7EFER MOV EDI, 68EFOFER
01C7:00BALEED  5F PoP EDI

01C7:00BAlEEL EBF9 ampP 00BALEAC



Rem: If you want to trace this code, you have to use the Step Into (F8), because of these "call eip+8", which are everywhere in this code...

2. Polymorphic code :

Before an approach of SPEEnc polymorphic code, here is a reminder on this subject by Pulsar (Thank you Pulsar) :

Polymorphic code or overlapping :

It can happen that tracing in Softlce is obstructed by Appearances Changing Codes (CCA):

Softice disassembles an instruction at offset EIP (let us say that the number of bytes that it makes is called NBI), followed by an instruction, positioned to
EIP+NBI....

It is thus rather easy to make CCA.

Let us imagine the following sequence :

jmp @1

dB E8h

@]1:

mov eax, [eax]
inc eax

inc edx

In memory, you have something like :

EBO1
E8
8B004042

but E8 is the byte, where begins an opcode like "call offset", so this code, if it is disassembled by increasing addresses will give :

EBO1 jmp @1
E88B004042 call addresses

When you will trace by jumping the jump, you fall in the middle of the call opcode, and softice will re-disassemble this instruction, what will give the
impression, that the code changes appearance - > CCA

You surely understood that it is thus very easy to make code like this, by adding various types of bytes. Instead of E8h, we can add 0CDh, 020h which
corresponds to a int 20h - > VMMJump, which uses the DWORD, following the opcode... and Softlce will thus display something like this :

int 20 VXDJump XXXX, XXXX
with XXXX, the XXXX value contained in the DWORD, following the int 20....

If you have not have understood it, this type of coding is particularly long, painful, and tiring to trace (not to say....), and you have to trace it VERY
carefully, since you practically never see, which will be the TRUE following instruction.

To have already met this type of coding, allmost ALL Call address must be traced Step Into (F8).

A solution to trace the CCA is to do it "by the old way" by looking at memories addresses on the left of the screen, and as soon as there is a rather
consequent jump, it is that the packer has finished its work.

Another major disadvantage of the CCA is the difficulty in putting BreakPoints on eXecution, Softlce doesn't accept to put its INT3 in the middle of a
code. The BPM address X give good results, but are limited to four. Pulsar ( from a text about anti-debugging)

Now, we can study polymorphic code of SPEEnc ;)
To be able to clean it as well as possible, it is advised to study in detail its basic structure :



01C7:00BA0LIS0 EEQ4 aMP [EAGET
01C7: 008401593 EEBO4 amMp 00BALLGG
Q1C7:00BAQLOG  EBFE JmMpP Q0BADL9S
01lC7:00BA0LDS 50 PUSH EAx
01lC7:00BA010A EBQ4 amMpP Q0BAQLAD
01lC7:00BA015D EBQ4 JmMpP Q0BA0LAS
01C7:00BA01A0 EBFB aMpP 00BACLSD
Q1lC7:00BAOLAS  EBQ3000000 CALL Q0BAOLAB
01C7:00BA01AE 58 POP EAX
Q1lC7:00BAQLAC  EEBQ4 amMpP Q0BAOLEZ
Q1lC7:00BA0LAF  EBQO4 amMpP QOBAOLES
01C7:00BA01B2 EBFB aMpP 00BADLAF
Q1lC7:00BA0LES 58 POP EAX,
01lC7:00BA0LEGS EEBO4 amMpP QOBAOLEBC
01C7:00BA01ES EEBO4 amp 00BAULEF
01lC7:00BA01BC  EEBFE amp 00BAULES
01C7:00BAQLEF EBOL amMpP QOBAQLC:
01C7:00BA0LC2 53 PUSH EBX
Q1lC7:00BAQLCE EBBEBOT24DE8 w2 EEx, DBZ407VEE
Q1lC7:00BAQLCA  EBOYT (amp 00BADLCD)
01C7:00BA01C8 5B POP EBX
Q1lC7:00BAQLCS EBF9 amMpP QOBAOLC
01C7:00BA01CD 50 PUSH EAX <———
Q1lC7:00BA0LCE EBOL JmMpP QOBEAQLDL
01C7:00840101 51 PUSH ECH
01C7:0084A0102 EBYSEBUFTFEOA MO ECx, UAFEQTEE
01C7: 00840103 EBO7 {amp 00BACLDC)
01C7:00BA01D7 59 POP ECx
Q1lC7:00BAQLDE EBF9 JMpP Q0BADLDS
01C7:00BA0LDC 55 PUSH EEBP <——-—
Q1lC7:00BAQIDD EBOL amMpP QOBAOQLED
01C7:00BA0LED 51 PUSH ECH
01lC7:00BAOLEL B9EBO7EBCG M0 ECx, CEB807ER
Q1lC7:00BAQLEZ EBOYT CaMpP 00BADLEE)
QlC7:00BA0LES 59 POP ECX
Q1lC7:00BAQLET EEBF9 JmMpP QOBAOLEZ
01lC7:00BAOLEE  ESQO0000O00 CALL Q0BAOLFO
01C7:00BA0LFO 5D POP EEP
01C7:00BA0LF1 EEBOQ4 amMpP 00BACULFT
Q1lC7:00BAQLF4  EBO4 JmMpP QOBADLFA
01C7:00BA0LF7 EEBFE amp 00BACULFS
01C7:00BA0LFA 50 PUSH EAX
01C7:00BAQLFE EBQ4 amMpP QOBEAQZ0L
01C7:00BA0LFE  EEBQ4 amMp 00BAL204
01C7:00B40201 EBFE amp 00BAULFE
01C7: 00840204  ESQO3000000 CALL 00BADZ0C
Q1lC7:00BAQZ0C 58 POP EAx
01lC7:00BA0Z0D EBO4 JmMpP Q0BA0Z1S
Q1lC7:00BA0Z10 EBO4 JmMpP QoBA0Z1E
QlC7V:00BA0Z13 EEBFE JmMpP Q0BA0Z10
QlCy:00BAQZ1G 58 FOP EAX
Q1lC7:00BA0Z1TY  EEBQ4 amMpP QOBAQZ1D
01C7:00B4A0210 EBFB aMpP 00BADZ21A
Q1lC7:00BA0Z1A EBQ4 amMpP QOBAQZZ0
Q1lC7:00BA0ZZ20 EBOL JmMpP QOBANZZS
QlC7:00BA0ZZ3 53 PUSH EEX
QlC7:00BA0Z24 BBEBO7SOZF MO EEx, 2ZF8007EB
01lC7:00BA0225 EBO7 {amp Q0BAQZ22ED
01C7:00BA0224 EBFS aMp 00BALZ225
QlCy:00BAQZZE 50 PUSH EAX <——-
Q1lC7:00BAQZZF  EEBQO4 JmMpP Q0BADZ35
QlC7:00BA0Z32 EBQO4 JmMpP Q0BA0Z3E
Q1lC7V:00BA0Z35 EEBFE amMpP QOBA0Z3Z
QlC7:00BAQZ3E 50 PUSH EAX
Q1lC7:00BA0Z39 EBQ4 amMpP QOBAQZ3F
Q1lC7:00BAQZ3C  EBQ4 amMpP QOBA0Z4d 2
01C7:00B4023F EBFB amMpP 00BADZ3C
QlC7:00BAOZ42  EBQOI000000 CALL QOBAQZd A
QlC7:00BAOZd4A 58 POP EAX,

01C7: 00640248 EEBQ4 amp 00BALZ251
01C7:00BA024E  EEBQ4 amp 00BAL254
01C7:00B40251 EEBFE amp 00BALZ4E
QlCy:00BAQZ 54 58 POP EAX
Q1lC7:00BA0Z53 EBO4 JmMpP QCUBAQZ5E
Q1lC7:00BA0Z58 EBO4 JmMpP Q0BAQZSE
01lC7:00BA0Z5B EEBFE JmMpP QUBA0Z5E
Q1lC7:00BAQZ5E  EBOL amMpP QOBAQZE1L
QlCy:00BAQZEL 55 PUSH EEP

01C7: 00840262 BODEBOFDDCA MO EBP,CADDOTEE
01C7:00BADZES  EBOT CamP O0BADZAEC)
QlC7:00BA0ZET 5D POP EEP
QlC7:00BA0ZEE  EBF9 amMpP QOBADZGS
01C7:00BA0ZGC  BBCS MO EAX, EBP <-
Q1lC7:00BAQZEE  EBOL JmMpP QOBADZTL
QlCy:00BAOZYL 5l PUSH ECX
01C7:00B4A0272 B9EBOFFAFA [{le3% ECx, FAFAQTEE
Q1lC7V:00BAQZYE  EBOY (amp 00BAD27C)



017 :00BA0 67 4D POP EEP

Q1lC7:00BAQZE6E EBF9 JmMpP QOBADZGS

01C7:00BA026C  BBCS MO EAX, EBP <-

Q1lC7:00BAQZE6E  EBOL amMpP QOBAQZTL

QlCy:00BAQZYL 51 PUSH ECx

01C7: 00840272 BYEBOFFAFA MO EC, FAFAQTEE

01C7:00BADZTS  EBOT CampP O0BADZ7TC)

QlC7:00BA0Z7T 59 POP EiCx

QlC7:00BA0Z7E  EBFO JmMpP QOBANZTS

01C7:00BA027C B1lEDZ20SBSE04 SUEB EEP, 04 8B5B20 <=
01C7: 00840282 3ESSELS0DOSEQL 0L MpP DwWORD PTR DS: [EEP+048BD050],01 <-
01C7:00BA028A 7505 Nz 00BADZ2GL <=
Q1C7:00BAQZBC  ESOFGEADOOO JmMp QOBABCAD <—
Q1lC7:00BA0Z91 3ZES3EBDSODOBEO4 02 ZMP DWoORD PTR DS: [EEP+048BD050],02 <-
Q1lC7:00BA0Z99 7505 INZ Q0BAQZAD <=
Q1lC7:00BA0Z9E ESFBEEBROO0 amMpP QO0BABEYE <=
Q1lC7:00BAQZA0  EBQ4 amMpP QOBAQZAG

Q1lC7:00BA0ZAZ  EBQ4 amMpP QOBAQZAD

01C7:00BA0246 EBFB amMpP 00BAQDZ A3

QlC7:00BA0ZAS 50 PUSH EAX

We see a basic sheme with 2 different types of blocks (the 1st and the 2nd) with variations about register nature.

Note: It is not really a listing, such as we could obtain after disassembling... I modified this one to thus make it dynamic "and more comprehensible"...
For example, on the 2nd block, after execution of the MOV EBX, D82407EB in 00BA01C3, we executes the POP EBX (in 00BA01C3+5=00BA01C8)
and not the (JMP 00BA01CD) "contained" in instruction MOV EBX, D82407EB, jump at which we arrive by JMP 00BA01C4...

You have to be carefull with the call eip+8, which constitutes "anti-tracing" trick, because a Step Over (F10) in one of these calls starts launching of the
program... Thus, you have to trace all code in Step Into (F8), which combined to the polymorphic code, quickly becomes very painful...

The instructions "really" executed are those indicated by an arrow < - (these are those that the author wants to dissimulate, and present before introduction
of polymorphic code and finally are important protection instructions...).

The junk code is consequent : on 100 instructions, approximately 90 relate to this last... The "real" code hardly represents 10% of this routine :(

If we reason with place occupied by these junk code instructions, we have approximately 80 bytes occupied by this one, on a total of 120 bytes, that is to
say approximately 2/3...

The relative importance (in weight) of this junk code, in the protection code is thus significant !!!

But the fault of this polymorphic code comes to the fact that it is generic; its basic structure is easy to find. It is thus easy to destroy it :)

Poor protectionists... Perhaps another time ?

The polymorphic code being dissected, we can now destroy it using this routine :

title cca

.386

.model small, stdcall
option casemap :none

.code
_ TextStart equ 00BA000Oh
_TextEnd equ 00BA7B9Dh
start:
pushad

mov edx, TextStart

@]1: cmp edx, TextEnd
je @2

checkl:
cmp word ptr [edx], 01EBh
jne check?2
cmp word ptr [edx+05], 07EBh
jne check?2
cmp word ptr [edx+0Ah], OF9EBh
jne check?2
mov ecx, OEh
jmp paste

check?2:
cmp word ptr [edx], 04EBh
jne try_again
cmp word ptr [edx+03], 04EBh
jne try_again
cmp dword ptr [edx+14h], 03
jne try_again
cmp word ptr [edx+29h], 04EBh
jne try_again
cmp word ptr [edx+2Ch], OFBEBh
jne try_again
mov ecx, 2Fh



jmp paste

paste:
mov al, 90h
mov edi, edx
rep stosb

try_again:
inc edx

Jjmp @1

@2: popad
int 03
nop

end start

You have only to put, in _TextStart, address of polymorphic code/routine beginning and in _TextEnd, its end...
Assemble it and load it in adump.

The routine then will nop us all the useless instructions and then, let us show what is useful and interesting ;).

Dump this "unpolymorphic" code... (/DUMP 00BA0000 7B9D C:\SPEEnc.dat under SI).

3. Code in general :

We can now study SPEEnc, quietly...
We can already say, just by using a hexadecimal editor, that this SPEEnc is mainly executable code mingled with datas, comments and even imports!!!

goooooon 5C3D 2D53 5065 456E 6320 6465 636F 6465 ~=-3PeEnc decode
gooooo1o 2072 7574 BS6E 8520 6430 322D 3037 2D30 rutine d02-07-0
00000020 3172 2062 7920 4173 745 7269 6F73 2050 1r by Asterios P
00000030 6172 BCe1 BDES BEY4 6173 SC3D 2DDD|5769 arlamentas~=-.Wi
gooooo4o 24DD|DDDD 4000 0090 5000 2070 0300 FOOO S...@...P. p....
00000050 0000 0030 5000 DE10 6D9E 30AF A1EF 1677 ...0P...m.0....w
00000080 F7BF ASeD FYBF DOYe FYEF 0010 4000 F776 ...m...v....@..v
gooooo70 F7BF 3BY71 FYPBF D471 F7EF OEOF FABF ZE41 ..:g...qg....... FiA
00000080 FSBF F8D4 FSBF DEVA F7EF FFOZ 0090 OFS0 ....... 7 s s nena
00000080 FF76 AAEZ SC3D 2DRY 4Eeb 4563 5465 4420 .v..~=-1NfEcTeD

000000AD 4272 4089 4EZ0 4Ce1 6273 ZEZO0 5072 BFBA Br@iN Labs. Proj
000000BO e563 743A 2073 4372 406D 426C 4564 2042 ect: sCrEmBlEd B
goooooco 7240 694E ZEZD 3DZ2F S508C 6561 7365 2049 r@iN.-=-Please I
000000D0 eEY3 6372 7420 4F72 6967 6Y96E 616C 2044 nsert Original D
O000000ED 6973 BEZ0 BS%6E 2044 7269 Y665 0000 0000 isk in Drive....
000000F0 0000 o000 oo0o 0000 0000 0000 0000 0000 ... ee e nnnn

Qoo0zaco 9090 9090 9090 9090 9090 E9DZ E3FF FFSY ............... '
00002ADD 4152 4E49 4E47 3A20 5468 6973 2050 4520 ARMING: This PE

N0002AED eEE1l 7320 B265 A5SBE Z0OBC 6FB3 BEES 6420 has heen locked

Q000ZAFOD 7769 7468 2042 45534 412D 5445 3354 494E with BETA-TESTIN
N000ZEOD 4720 7665 7273 &Y6F BEZ0D AFBE 2053 5045 G wversion of SPE
00002B10 456E 6300 5741 3Z4E 494E 4721 008D BS548 Enc WARNING!...H
QoooZE20 5988 0483 CeO9 8O03E 7274 5468 3000 0400 Y...... »rtThO. ..
Q000ZEB30 90%0 9090 9090 9090 9090 9090 9090 8D8B3 ... ...

Q0004730 9090 9090 9090 9090 9090 E918 0100 0043 ......... ... C
00004740 7265 6174 6546 696C 6541 0057 7269 7465 reateFiled.Write
00004750 4669 BCES 0043 6CEF 7365 4861 BE6d 6CES File.CloseHandle
00004760 0047 6574 5465 6D70 5061 7468 4100 4C6F .GetTempPathi.Lo
00004770 6361 BC41 eCeC 6F63 004C BFE3 616C 4872 calilloc.LocalFr
00004730 6565 0044 656C 6574 6546 696C 6541 0046 e=.DelsteFilsd.F
Q0004790 7265 654C p96Z 7261 7279 0047 6374 4C61 reelibrary.Cetla
000047A0 7374 4572 7ZeF 7200 4¥65 7444 6973 6B46 stError.GetDiskF
Q00047B0 7265 6553 7061 6365 4100 5350 45345 6E63 reedpaced.3PEEnc
000047C0 2E44 7570 0045 7272 gF7Z2 2053 7461 7274 .Dup.Error 3tart
00004700 696E 6720 5072 eF67 7261 D00 3468 6572 ing Program.Ther
000047ED 6520 6973 Z0BE &F74 2065 BERF 7570 6820 & is not enouph

Q00047F0 eDeS 6DEF 7279 2074 6FZ0 7374 6172 7420 memory to start

Q0004500 6170 706C B963 6174 696F BEOD 0AS0 6CES application..Ple
00004810 6173 6520 e36C 6F73 6520 6FY4 boOeS 7Z2Z0 ase close other

00004520 6170 706C B963 6174 696F BEV3 2C20 616E applications, an
Q00045830 6420 7472 7920 6le7 6169 pEZE 0033 6Feb d try agaln..sof
n0o04540 7477 6172 6520 5072 6F74 6563 7469 6FBE tware Protection
000045850 2045 7272 eF7Z 0090 9090 9090 9090 90580 Error..........
Qo0o04560 9090 9090 908D BS30 S958E 0490 9090 9090 ....... B s



0 20z0 2020 2020 2020 2020 2020 2020 2020

00007430 2042 7920 4173 7465 7269 BF735 2050 6172 By Asterios Par
00007440 eCel 6DE5 BE74 6173 ZEZ0 £94E 6645 6354 lamentas. 1NfECT
00007450 6544 2042 7240 6Y94E 204C 6leZ 732C 2050 D BreiN Labs, P
00007460 726F BAGS 6374 3220 7343 7240 6D42 6C45 roject: sCrimBlE
00007470 6420 4272 4069 4EZE 2020 2020 2020 2020 4 Br@ill.
00007480 2020 2020 2020 2020 ODOA ODOA 5573 A572 «..User
Q0007490 3332 2E64 eCeC 004D 6573 7361 6765 4Z6F 32.dll.MessageBo
00007440 7841 0045 7869 7450 726F 6365 7373 0077 =zA.ExitProcess.w
Q00074B0 7370 726% BE74 6641 004C 6F63 6l6C 416C sprintfd.Localdl
000074C0 aCeF 6300 4CeF 6361 6C46 7265 6500 4765 loc.LocalFres.Ge
00007400 744D 6FE4 756C 6546 696C B34E 616D 6541 tModuleFileMNamed
000074E0 0043 7265 B174 6553 656D Ble6 6F7Z 6500 .CreateSemafors.
N00074F0 4572 72eF 7220 3374 6172 746Y bEeY 2050 Error Starting P
Q0007500 72eF 6772 BleD 0041 2072 6571 7569 7Z65 rogram.h reguire
Q0007510 6420 ZE44 4C4C 2066 696C p520 2573 207V7 d .DLL file %s w
Q0007520 6173 206E eF74 2066 6F75S BEGE4 ZEOD0 4361 as not found..Ca
00007530 eERE 6FY4 Z0e6 6Y6E 6420 696D 706F 7274 nnot find import
Q0007540 2025 733A 25735 ZEOO 4361 BERE BF74 2066 *s:Xs..Cannot f
Q0007550 696E 6420 e9eD 706F 7274 2025 7334 5B4F ind import %s: [0
Q0007560 7264 B9BE Bl1eC 2049 BDV0 BF7Z 745D 2C20 rdinal Import].
00007570 3078 2558 ZE00 5468 6520 2573 2066 696C 0xXd..The s fil
Q0007580 650D 0AGR3 eBleE 2774 20B8C BFBE1 6420 6174 e..can't load at
00007590 2074 6865 2064 6573 6972 6564 2061 6464 the desired add
Q0007540 7265 7373 2C20 6l1eE 6420 6973 206E 6F74 ress, and is not
000075B0 2072 656C 6F63 6174 6162 6Ce5 ZEOD 0A43 relocatable...C
Qo0o075C0 eFRE 7461 B374 2079 6F73 7220 7665 6E74 ontact your wvent
no0o07s5D0 eF72 2074 eF20 6765 7420 6120 7665 7273 or to get a vers
Q00075E0 696F BEZ0 7468 6174 2069 7320 b636F 6D70 ion that is comp
000075F0 6174 6962 BCES 2077 6974 BBZ0 7468 6973 atible with this
Q0007600 2076 6572 73eY 6FeE 206F 6BZ0 5769 6E64 wversion of Wind
Q0007610 &F77 73ZE 0054 6865 7265 20869 7320 6EEF ows..There is no
Q0007620 7420 656E eF75 7065 206D 656D bF7Z 7920 t encuph memory
Q0007630 746F 2073 7461 7274 2061 7070 BCeBY 6361 to start applica
00007640 7469 6FEE ODOA 306C 6561 73b65 2063 6CEEF tion..Please clo
00007650 7365 206F 7468 6572 2061 7070 BCeBY 6361 se other applica
00007660 7469 6FEE 732C 2061 6Ec4 2074 7279 2061 tions, and try a
00007670 6761 B96E ZEOD 5350 4545 BEG3 2042 7920 gain..3PEEnc By
00007680 4173 7465 7269 6F73 2050 6l172 6C61 6065 Asterios Parlame
00007690 6EYV4 6173 2069 4E66 4563 5465 4420 4272 ntas iNfEcTeD Br
Q0o007eA0 4069 4EZ0 4Cel1 6273 2EZ0 5072 eFeA 6563 @1iN Labs. Projec
000076B0 743A 2073 4372 406D 426C 4564 2042 7240 t: sCr@mBlEd Br@
Q00076C0 694E 2EZ0 w430 322D 3037 2D30 3172 2E00 iN. d402-07-0lr..
Qoo07e6D0 141 9500 1C43 9500 D1eF FPBF DBYA FYBF LA...C...o...z..

Indeed, having an "infected brain" does not help to make good protections " (just joking :p).

In order to study this code, I use W32Dasm :p...

As I am always in a hurry, I don't have time to wait for IDA's analysis, nor to comment its listing, making it more comprehensible. Moreover,
polymorphic code is removed, W32Dasm can disassemble it without any problem ...

To make correspondance between addresses in W32Dasm and those in memory (those fixed like previously), you have just to add address base (here, it is
00BA000Oh).

4. Locating OEP easily:

When we are on OEP of tms2003.exe, if we take a look at the stack (esp=B7FE3C), we obtain something like that :

01laF:00B7FELC =0 FE BY 00 00 00 00 00-64 a1 99 81 D4 6C BA 00l O....... (= N
OlaF:00B7FEZC (24 6D BA 00[[62 &D BA 00L24 Al 99 81 57 6% a4 00 $m..bm..%...wid.
OlaF:O0B7FESC G0 BI F8 BF 00 00 00 00-04 Al 99 81 00 00 00 00 "L, .ieeevnnnn.s
OlAF:O0B7FE4C 54 65 G6E BE 69 73 20 AD-61 73 74 &5 72 73 20 73 Tennis masters s
OlAF:O0BYFESC 65 72 69 63 73 20 32 30-30 33 00 45 38 45 00 00 eries 2003.ExE..
01AF:QOBYFESC 00 00 00 00 00 00 00 Q0-00 00 00 00 00 00 00 00 ..., 00,

Thus, not only, polymorphic code is useless (it is generic and can be easily removed), but it also constitutes one fault, owing to repeated sequences of call
eip+8... (they constitute "markers" on the stack).
This enables us to go up on instructions, which "jumps" towards the OEP...

This (going up on these instructions) is interesting for two reasons:

- Now, it is much easier to come at OEP (by a simple bpm 00BA6D87 X).

- the 2 last instructions (FINIT / RET) and even better with the following instructions, it enables to have a signature of this packer. This facilitates thus our
life and tracers/unpackers' task, you could code...



:00005FFE 3ESES56ES98E04 mov eax, dword ptr ds:[ebp+0486596E]| <— on affecte 4 eax, 1'0EP "codé"

»0000601E 3ES3EBDCOS95E0400 cmp dword ptr ds:[ebp+048E55C0O], 00000000

100006034 7471 je 0000e0Aa7

00006073 CC int 03

[: 00006082 3E2BB574D0SE04 sub eax, dword ptr ds:[ebp+048680074]] <- on "décode" 1'0EP par une soustraction
T0000a09y EBLS Jmp O000a0EE

100006047 3EZBS586593604 sub eax, dword ptr ds:[ebp+048E5986]

[(O000&128 3EBSE5GELTIEENS movy dword ptr ds:[ebp+048E596E], eax]|<- on remet 1'0EP i sa place (00BAOO3E)
$00006C9F 61 popad

O000ACAD IESBRSGESOSBOY mov eax, dword ptr ds:[ebp+048B5%6E]| <— 1'0EP (Vo) est affecté i eax
0000ACES 3EQ3R572508B04 add eax, dword ptr ds:[ebp+048B5572]| <- ajout de 1'Image Base (400000h)
T0000ABCFS 85442408 mov dword ptr [esp+08], eax <— je mets 1'0EP sur la pile

t00006D0E 58 pop eax

$00006049 5D pop ehp

100006D8Y DEES finit

100006089 C3 ret <- je "saute" wvers 1'CEP

The routine of the top (in 00BASFFB) makes it possible to calculate the OEP where SPEEnc must jump...

ebp+048BD074 is equal to 00BA7744, which contains the value 9B6D10DB.
ebpt048B596E is equal to 00BAOO3E, which contains the "encoded" OEP: 9B917A32. (in red, here)
ebp+048B5972 is equal to 00BA0042, which contains the Image Bases (400000h). (in green, here)

The Image Base is in SPEEnc since the beginning...
Image Base, which is initialized (at the beginning of protection), by this code:

01A7:004013EC  3E8B853E000B10 MOV EAX, DS:[EBP+100B003E]
01A7:004014F3 89041E MOV [EBX+ESI], EAX

So, OEP "is just coded" and a simple subtraction makes it possible to find easily!!!
OEP (VO) =9B917A32h - 9B6D10DBh = 00246957h

5. Anti-debugging tricks:

At first time, we could say that there were no anti-debugging tricks.

Indeed, game launches without any problem with Softlce, loaded. We have no warning message, no crashes, exit or anything else...
So, there is no direct debugging detection.

But, when we put bp / bpm (hardware breakpoint), we discover that anti-debugging tricks are present...

First of all, a small log of Frogslce (Thank you +Frog's Print):

= Tennis m
W IDT DETECTION W% code OF, at 0lAF:00BalFTE
Interrupt: 03h

=> Tennis m
W IDT DETECTION W% code OF, at OLA7:00BALFCF
Interrupt: 03h

=> Tennis m

we SOFTICE DETECTION %%  code 00, at  01A7:00BAZ0SC

Interrupt:03h eax=00BA07AGH ebx=800F9018h ecx=00BA3115%h
edx=E2B9EDC3h esi=000000BAh edi=00B7FD10h ebp=FCZEAGDOh

Hook of interruption 3:

O1LC7:00BALDE G SDESDAEA0EENS LEA EAX, DWORD PTR DS:[EBP+048B60DG]

0lC7:00BALDSA 5O PUSH EAX SE Handler {00BADTAG)

QLC7:00BALDSE 6467FF360000 PUSH DWORD PTR FS:[0000] Pointer to next SEH record

01C7:00BA10DDE 646785260000 M Fs:[0000],ESP

|01C?:OOBA1E5EF ZEUFOLEDEANSEEQDY SIDT FWwORD PTR DS:[EEP+043B59E8A] |

01C7:00BA1EAD 3ZEEBEDDECSOGEO4 MO EEX, D5: [EEF+04BESOBC]

0LlC7:00BALEES B83C318 ADD EEx,18

0LC7:00BALlECE  FA CLI

01lCY:00BALEDS BBH304 MO EDx, [EEx+04]

QlLCY:00BALFLlY ©6esEl3 MY O, [EEx]

01C7:00BA1F26 3ES995C05983B04 M 0s: [EBRP+048B59C0], EDx -» on sauve 1'ancienne routine (en Q0BADDOSO)
01C7:00BALF3E  BDESECFABE04 LEA ESI, [EEP+048E7AEC ]

[0LC7:00BALFFE  GGB933 M [EBx], 5T] -> 1'int 03 est détournée vers une routine
01lCy:00BALFBF  CLEELOQ SHR ESI,10

[01CT7:00BALFCF  AES97306 MY [EBx+06], 51| -» de Laserlok, située en 00BAZIBC. ..
01C7:00BA1FEL  FB STI

[01C7:00BAZ05C  CC INT =] -> on wa en 00BAZ1BC (on efface les Drx au passage :p)
0OIC7:00BAZISE HRIGE7EFOE0000 POP DWORD PTR Fs:[0000]

0LC7:000021A2 58 POP EAX

0LC7:0000214A3 S8DG5538A8B04 LEA EDxX, DWoORD PTR [ebp+048E8A53]

Laserlock thus hooks the int 03 to its own routine (located in 00BA21BC), which take care of erasing Debug Registers (dr0, drl and dr2) and by the same
time clearing the Hardware Breakpoints !!!

Moreover, this routine in 00BA21BC is called (in ring 0) much more than once, by the int 03, disseminated a little everywhere in the code...

By putting a bpx adresse/API, you go directly on this routine (but not when it was planed :p) and you got a pretty crash in 00BA21FA !!! (on Ring 0)
Quite simply because the address ds:[ebp+048B5986] in 00BA21FA (1) is not "valid"...

It is the same for the address ds:[ebp+048BD074] in 00BA231E (2), where you arrive if you avoided the 1st crash by modifying the eip.

And if you manage to return to windows after these crashes, you will got a crash of the explorer, each time you want to go anywhere that the Desktop (My
documents, any folder, etc...) and even when you want to restart the computer ...
Indeed, a crash (or an early exit) of SPEEnc lets the int 03, hooked (it is not very clean), which is not the case for Starforce. The explorer seems to use int



03, when folders are browsed. If you minimize the game between the hook and the unhook by the SPEEnc, after a breakpoint and an infinite loop, you
will obtain explorer's crashes in case of browsing folders.

Now, why these crashes in (1) and (2) ?

Because of the "ebp excentric" value. When SPEEnc is normally executed, ebp has a certain value.

When we are in (1), ebp = FC2EA6DO, so ebp+048B5986 take 00BA0056 as value and eax = 9B6D10DB.

When we are in (2), ebp = ECCD9F74, so ebp+048BD074 take 00BA7744 as value (eax has its previous value).

So, when a int 03 is called at any other moment (that the ones specified by the SPEEnc), like a bp, there will be big chance to have an invalid memory
access (on read / write), because of the different value of ebp register.

The restoration of IDT, on the int 03, is done only just before the redirection towards the OEP of the unpacked executable ...
Note: The int 03 is hooked by the instructions in 00BA1F7E and 00BA1FCF... (see my Tutorial about Starforce for more detail on the IDT).

If we avoid the hook of int 03 (by avoiding the instructions in 00BA 1F7E and 00BA 1FCF), the program will crash... (this is due to the int 03,
disseminated a little everywhere in the code).

Clearing Drx:

$000021BC 90 nop

$000021cs 60 pushad

[000021FA ZEREE586598E804 mov _eax, dword ptr ds:[ebp+048E5586]] <- crash si bpx !!
T0000223E 50 push eax

00002240 330 xar eax, 2ax

Q000ZE2EC OFZEC0 moy drQd, eax

100002290 OF23C8 mov drl, eax

;00002200 OF23D0 mov dr?, eax

(0000230F 5 E poOp eax

[0000231E IERDE5F4D0BED4 mov dword ptr ds:[ebp+04 8800747, eax <- crash si bpx (si ler crash détourng) !!
100002333 61 popad

00002342 CF iret

This routine is not very efficient, since I can break on Laserlock code without problems, using a bpm !!!

Indeed, when we put our 1st bpm, Softlce uses the dr3 and as this one is not erased, we can thus break.

Thus, this routine limit only the use of hardware breakpoints to one!!!

And you are by no means prevented from putting several bpm and breaking without problems in the code separating two consecutive int 03...
Nopping the mov drx, eax makes crash the program, much further, because of the integrity checks of SPEEnc !!!

It is thus necessary to proceed differently to circumvent this...

Interruptions (int 03) disseminated a little everywhere in the code:

Presence of int 03 in 00BA1BD2, 00BA1C93, 00BA205C, 00BA23CA, 00BA2656, 00BA2847, 00BA29CE, 00BA3C48, 00BA3F82, 00BA43Al1,
00BA445E, 00BA4A69, 00BA4EBB, 00BA515D, 00BAS5FC, 00BA6073 and 00BA66B2. They are thus rather numerous and are as many possibilities
of anti-bpx and anti-hardware breakpoint (by clearing the drx).

Some examples:

T00001EYD 3EB3BEDCOS9BEO400 cmp dword ptr ds:[ebp+048E59C0], 00000000
00001BCZ 741D je 00001BEL

$00001EBD2 CC int 03

T0C0C001EEL 60 pushad

:00C00LEEZ 3EFFES38D0BEO4 push dword ptr ds:[ebp+043BD0O8E]
:00001BES 3EFF9510D0SE04 call dword ptr ds:[ebp+048ED010]
:00C001EFO 61 popad

:00001CED 3ES3BDCOS98E0400 cmp dword ptr ds:[ebp+048E55C0], 00000000
O000LCE3 7440 je 00001Ccol

100001293 CC ant 03

:00001LCOF S8B93BS000000 mov edx, dword ptr [ebx+000000BS]
PO000LCF3 83CZ0E add edx, 0000000E

100001004 ESOBFLFFFF jmp 00000EAL

T00002351 53 push ebx

100002360 3EFF9524D008604 call dword ptr ds:[ebp+0d4 8360024 ]
100002375 3EB3BEDCOS9BEO400 cmp dword ptr ds:[ebp+048E59C0], 00000000
1000023BA 741D je 000023059

$000023CA CC int 03

»00002408 BEDS mov ebx, sax

100002447 03C5 add eax, ebp

100002457 030000504 add eax, 048BDO0O

;00002464 3E333570D03E04 xor eax, dword ptr ds:[ebp+048ED070]
1000024 AE B0 pushad

10000244F 8ADD push 00000000

1000024BF ©ADOD push 00000000

1000024C1 8ADZ push 00000002

100002401 8ADOD push 00000000

100002403 BADD push 00000000

0000243 6800000040 push 40000000

:0000Z4ES 3EFFESBCDOBENS push dword ptr ds:[ebp+04B8BD08C]
10000252C 3EFF95B6598B04 call dword ptr ds:[ebp+048B59B6]
00002533 3ESOR588D08B04 mov dword ptr ds:[ebp+04BBD0O8BE], eax

100002534 61 popad



100002630 3ES3BDCO598B0400 cmp dword ptr ds:[ebp+048E59C0], 00000000
100002646 F40F je 00002657

(00002656 CC Nt 03

100002694 53 push ebx

100002643 3EFFR9524D08B04 call dword ptr ds:[ebp+048BD024]
T0000Z6E7 3ECTBE584D08B0401000000 mov dword ptr ds:[ebp+048BD08B4], 00000001
:000026F2 FFDO call eax

:000026F4 3ECYEI84D08B04 00000000 mov dword ptr ds:[ebp+048EDOB4], 00000000
:0000270D B303 mov b1, 03

:0000274C FEF3 div bl

P0000275C G3COS01LEQODO imul eax, 000O01ESO

;0000279F 3E2985584593604 sub dword ptr ds:[ebp+048E5984A], eax
:000027E3 5B pop ehx

1000027F2 3EB3EDCOS98E0400 cmp dword ptr ds:[ebp+048E55C0], 00000000
100002808 V43E je 00002848

00002847 CC ant 03

;00002856 SB93ES000000 mov edx, dword ptr [ebx+000000BS]
00002895 83C214 add edx, 00000014

1000028AA ESFZESFFFF jmp 00000EAL

$00002979 3ES3IBDCOS95B0400 cmp dword ptr ds:[ebp+048E59C0], 00000000
:0000259BE F40F je 000025CF

t000029CE CC int_ 03

(00002A0C EBFF470000 call 00007208

100003BF3 3ES3BDCOS98E0400 cmp dword ptr ds:[ebp+048B55C0T, Q0000000
100003C05 V43E je 00003C49

TO0003C4E CC Nt 03

r00003C57 3ES3BED78D0SE0400 cmp dword ptr ds:[ebp+048BD07E], 00000000
00003COC OF8424040000 Jje 00004006

T00003F5C 3ES3EBDCOS95B0400 cmp dword ptr ds:[ebp+048E55C0O], 00000000
00003F72 F40F je 00003FES

PO0003F82 CC ant 03

O0003F9L 8A00D push 00000000

100004376 3ES3BDCO598B0400 cmp dword ptr ds:[ebp+048B52C0], Q0000000
100004391 F40F je 000043482

100004381 CC Nt 03

1000043DF 3EB3ED7BD0BEO400 cmp dword ptr ds:[ebp+048BD078], 00000000
100004424 QF8556020000 jne 000046C0

100004438 3EBZEDCOS9BE0400 cmp dword ptr ds:[ebp+048E55C0O], 00000000
:0000444E F40F je 000044 5F

1000044 5E CC int 03

100004460 3EBOEDFS598E0400 cmp byte ptr ds:[ebp+048E55F8], OO
(00004483 OF8480000000 je 00004509

etc...

You have certainly seen this recurring cmp dword ptr ds:[ebp+048B59C0], 00000000 and preceding all the int 03 (except the one in 00BA205C)...
And what does correspond ds:[ebp+048B59C0] to ?

It is there, that is stored the old routine ("the address") of the int 03 previously hooked ...

However, as we saw, if we only try to avoid the hook of int 03, the program crashes ... (because of all these int 03).
Then let's test this :

In 00BA1F26 (storage of the int 03 old routine), we put edx at 0 (r edx 0), so that it saves this value.

In 00BA1F7E, we avoid the instruction while making point eip on the following instruction (r eip eip+3).

In 00BA1FCF, we avoid also the instruction by a "r eip eip+4".

Lastly, we avoid the int 03 in 00BA205C (r eip eip+1).

And now you will be able to put all the bpx/bpx API you want :)

We solve in the same time the anti-bpx and the drx clearing...

But why this presence of cmp / je?
Because contrary to win 98, XP does not make possible any read/write attempt in IDT in ring 3 (normal execution mode of programs)...
This code ensures thus compatibility with this last system.

You will have noticed that this int 03 hook routine is included in a "SEH structure". Any attempt to read / write IDT values on XP send us directly to
(39)07A6 (SE Handler), 390000 being Image base of the SPEEnc...

Restoration of IDT (on the int 03 vector):

Just before the "jump" towards the OEP of the unpacked executable, the IDT is restored:

:00006B2C 3ES3IBDCOS95B0400 cmp dword ptr ds:[ebp+048E59C0], 00000000

000068E42 OF84 57010000 je 00006CSF

:00006ES8S 3ESE9DEC 593604 mov ebx, dword ptr ds:[ebp+048B5%BC] -»> adresse de 1'IDT
:00006E9A B3C31S add ehx, 00000018

:00006BAE 3ESBESCO593E04 mov esi, dword ptr ds:[ebp+048E59C0] -»> on restaure 1'ancienne routine Cint 03]
:00006BEF Fa 11

[{o0006BFE AEBO33 mov_word ptr [ebx], si]

:0000&C0OF CIEEID shr es7, 10

[(O000&CAF BRROTI06 mov_word ptr [ebx+06], =1]

10000aZel FE =t

$00006CSE 90 nop

T0000BCoIF Bl popad

Many exceptions (SEH):

SPEEnc contains many exceptions throughout its code:



-x pointe vers C:\WINDOWSYWTEMPYSPEENC. DUp
-» CreateFilea

E Handler (00BADTAG)

-> une exception

—-x une autre EXCEpt"IDﬂ

-» Globalalloc

(QOQO02FCE aBE00000040 push 40000000

:00002FD3 3EFFESBCDOBENY push dword ptr ds:[ebp+043BD05C]
$00003017 3EFF95B6598B04 call dword ptr ds:[ebp+04B8B59E86]
$0000301E 83F8FF cmp eax, FFFFFFFF

100003021 FLO7 jne 00003024

100003023 3EFF95B2598B04 call dword ptr ds:[ebp+048B59B82]
00003024 3IESOR5E8D08B04 mov dword ptr ds:[ebp+048BD0O88], eax
:0000306E SBDBSDHA0BEDS lea eax, dword ptr [ebp+048B60D6]
100003082 50 push eax

$000030C0 B46FFF360000 push word ptr fs:[0000] Pointer to next SEH record
100003103 G46789260000 moy fs:[0000], esp

000031059 330 xOr eax, 2ax

[t00003119 FFOO inc dword ptr [eax]

100003116 AD Todsd

10000311C 54 pop edx

00003110 ASCEBAIAGRC test eax, GC3IABACH

100003122 ES90905050 jmp S0S0C1EY

100003160 BEOLOOOOCO mow eax, 00000001

100003142 FFOO inc dword ptr [eax]

00003184 CTF0000000000 mov dword ptr [eax], 00000000
r000031EY 35DB xor ehx, ebx

(00003226 FGF3 div kil

;00005265 6R00040000 push 00000400

(00003278 6A00 push 00000000

:000032E7 3EFF9548D03E04 call dword ptr ds:[ebp+048ED045]
00003 2CC B3FE00 cmp oeax, 00000000

00003200 F574 jne 00003353

-» saute s7 assez de mémoire...

Here it is the routine, which determines whether there is enough available memory for SPEEnc.
If it is not the case, the jump in 00BA32DD is not carried out and this following error message appears :

Error Starting Program E2

Q

There iz not enouph memary to start application
Fleaze close other applications, and try again.

The use of all these exceptions, present a little everywhere in the code, is probably used as anti-tracing technique, but it's useless ...

6. Integrity checks :

Here's the integrity checks routine of SPEEnc code, which makes you avoiding code modifications (if not -> risk of a crash) :

[: 00007248
100007249
Q0007240
100007245
Q0007 24E
100007 25E
Q0007 26F
100007280
100007282
100007284
t00007286
100007288
100007298
100007 29E
100007 2B0
(00007263
$Q00072B5
Q0007268
100007 2C9
100007202
Q0007 2ES
Q0007 2ED
$000072F2
$000072F3
t000072F6
(00007 2FE
(00007 2F9
(00007 2FE
100007309
S0000731A
00007324
100007336
$0000733C
Q0007330
$Q000733E

33

52

5l

B3ECO4
F7D0
590424
B3F900
7502

EE77

33DB

BalF
668B44 2401
663302
84542403
321C24
32FF
Ga01ES
Ga01ES
G63E33841DCDD0OBE04
GE3E33941DCFDOB8E04
66890424
6689542402
47

83Fo01
7403

49

EBEG

S0

5E04 24
F7D0
53C404

59

G4

5B

C3

push ehx
push edx
push ecx
sub esp,
not eax

00000004

mov dword ptr [esp]l, eax

cmp ecx, 00000000
jne 00007284

Jmp 00007 2FB

xor ek, ehx

mov b1, byte ptr
mov ax, word ptr
xor dx, dx

mow dl, byte ptr
xar kb, bﬁte ptr
xor bh, b

shl bx, 1

shl bx, 1

XOr ax,
xor dx,
mow word ptr
mov word ptr
inc edi

cmp ecx, 00000001
je 000072FE

dec ecx

imp 00007284

nop

[edi]
[esp+01]

[esp+03]
[esp]

, ax

moy eax, dword ptr [esp]

not eax
add esp,
pop ecx
pop edx
pop ebx
ret

00000004

This routine is called several times by the call 00BA7248, located in 00BA722C.
On the 3rd call, the check is done on the SPEEnc, about the block starting in 00BA0190 (esi) and with a size of 7540 (ecx).
The result of the operation is finally stored in eax.

100007208
100007216
0000721y
SQ000722C
Q0007 23F
100007246
Q0007247

S0

a0
SESBSIC2D0SE04
ES17000000
3EB983C2008604
58

C3

7. Decoding layers :

Ist decoding layer:

We saw that it was carried out at 004014DS5, in order to decipher the block starting at 00BA0000 (esi), with a size of 7BID (ecx) (see the chapter fixing

nop
push eax

word ptr ds:[ebp+ebx+04 BBDOCD]
word ?tr ?s:[ebp+ebx+048BDOCF]
esp
[esp+02], dx

mov eax, dword ptr ds:[ebp+045ED0CT]

call 00007248

mov dword ptr ds:[ebp+04BBDOCS], eax

pop eax
ret



the variable addresses). But in fact, instructions are valid, only for the block starting in 00BA0190 and finishing in 00BA04AS5, which can be explained
by the application of a second decoding layer...

2nd decoding layer:
Then, once our st block is deciphered, the following routine, at 00BA733F (identical to the previous one, but with polymorphic code, this time), called at
00BA0455, is charged to decipher the block starting at 00BA04AS, with a size of 44F2.

$0000733F 90 nop

00007340 CEO00000 enter 0000, 00

100007351 B0 pushad

00007360 8B7514 mov esi, dword ptr [ebp+ld]
:00007371 8BFE mov edi, esi

;00007381 SB4010 moy ecx, dword ptr [ebp+l0]
000073592 BEFO000 cmp oecx, 00000000

000073A3 T472 je 00007417

;00007363 SBSDO3 moy ehbx, dword ptr [ebp+08]
:000073F3 3302 xor edx, edx

:000073F5 8B4 500 mov eax, dword ptr [ebp+0C]
:000073F8 FYE3 mul ehbx

00007 3FA 33D0 xor edx, sax

O000F3FC 3303 xor edx, ehx

tO00073FE AC Todsh

TO000F3FF ClCZ2lo rol edx, 10

(00007402 02Ch add al, dh

00007404 3202 xor al, di

:00007406 ClEALD shr edx, 10

;00007409 2406 sub al, dh

;00007408 32C2 xor al, di

100007400 A4 stosh

:0000740E 43 inc ebx

0000V40F B3IFO90L cmp oecx, 00000001

:00007v41:2 F403 je 00007417

100007414 49 dec ecx

00007415 EBDC jmp O00073F3

100007417 Bl qupad

100007418 C9 2ave

00007415 C21000 ret 0010

This routine is then called at 00BA1B32, to decipher a block starting at 00BA9A46 for a size of 3421B (from datas...).

The checking of the disc is then carried out...

The call at 00BA 1B32, calls this routine again to decipher the code at 00BA4997, with a size of 2617 (all the executable code of SPEEnc is thus
deciphered...), then to decipher a block of datas on SPEEnc, starting at 00BA748C and with a size of 244.

Unpacking of the tms2003.exe is finally executed, using this routine also (00BA733F). It is called several times by the call at 00BA5SABC, to proceed by
blocks, starting from the end of executable (relocations) and going up gradually...

It remains a last important question : is it possible to crack this version of Laserlock without having an original CD ?

The answer is yes :).

8. Faultsin original disc authentification :

To determine where disc checking is done (authentification), we have to put a breakpoint on GetDriveTypeA API (don't forget to avoid anti-debugging
tricks). Then, we land in NIL32.d1l module.

When re-running the executable file and putting a breakpoint on CreateFileA, we see that Laserlock creates some temporary files in C:\Windows\TEMP :
- nomouse

- nomouse.com

- NOMOUSse.Sp

- NIL32.dll

- SPEEnc.Dup

These files are erased, when the SPEEnc has finished its task (when the game starts).

So, it is possible to retrieve NIL32.dll, by stopping in the code before the time, it is created and after the time, it is deleted (for example, by breaking on
GetDriveTypeA). We have just to go in the temporay folder to copy it. The hook (interception) of the int 03 by the SPEEnc must be avoided, because the
explorer interferes with this hook (use of int 03 by the explorer in folders navigation) and leads to a crash...

We edit the dll PE with LordPE.

OEP is 0A150 (RVA), Image Base is 0x10000000.

We have just to put a bpm 1000A150 X to break at the OEP.

[01A7 10004150 ES7CAFFFFF IMP 10001001 |
01A7:10008155 B3C4 MO BL,C4
01A7:10008157 3230A18EB1BEBE pralal EH, [BELEBSEAL]
01A7:10008150 EZ87 LOOP 1000A0EG
01A7:1000815F C(CSFS LDS EDI, EAx
01A7:10004a161 Ab STOSE

01lAa7:10004al62 EBF9 JmMpP 10008150
01la7:1000Aal84 B4F8 CLC

0lay:1000Aal8e 4E DEC ESI
0lay:1000al67 51 PUSH ECx
01lAa7:1000A168 EZDL LOOP 10008136
0la7:1000al6A 7674 JEE 100081ED
01la7:1000A16C B350 M0 BL, 50
01la7:1000a16E 40 IHC EAX
01A7F:1000816F AQACEBFSEEZ P AL, [B29BBFAC]
01a7:1000a174 DDFL E=C

01A7:10008176 28C1 SUB CL,AL
01A7:10008178 D133 INvALID

01A7:10008174 71l4E lils] 100081C7
01A7:1000817C 03955C500000 ADD EDx, [EEP+DDO05DAC]
01A7:1000a182 54 RKCZHG EAx, ESP

We break on it. We run again (F5) to break a second time.
The NIL32.d1l module is then unpacked (deciphered) and 1000A 150 seems to be the OEP of the unpacked dll.



[01A7:1000A150 55 PLUSH EEF]

01a7:10004151 EBEC MO EEFP, ESP
0147:10004153 53 PUSH EBx
01a7:10004154 S8BIDOS MO EEx, [EEP+05]
0147:10004157 56 FUSH ESI
01a7:10004158 8B750C MO ESI, [EEP+0C]
0147:1000A158 57 FUSH ECI
01a7:1000415C 8BYDLO MO EDI, [EEP+10]
0LAF:1000A15F B5FG TEST ESI,ESI
01a7:10004161 7509 INZ 1000871 &C
01a7:10004163  83305440021000 CMP DWORD PTR [10024054],00
01a7:1000416A EBZ26 aMP 10004192
01a7:1000A16C 83IFEQL CMP E=I, 01
01a7:1000A16F 7405 iz 10004176
01a7:10008171 B3FECQZ CMP E=I, 02
01la7:1000a174 7322 Iz 100041098
01a7:10008176 AlBSEBOZ10 MO Eax, [1002BEES]
01a7:1000A17EB 83C0 TEST EAX, EAX
01A7:1000A170 7409 iz 100048188
01a7:1000A17F 57 FUSH ECI
01A7:1000A180 58 FUSH E=I

And if it is not the case, it does not matter, because we want to dump this dll, only to study it in dead listing.
In the code, we can see some call [00COxxxx], corresponding to the Laserlock redirected call [API].
We have again variable addresses at this stage.

We launch a call-fixer to solve this problem.
Then, we dump at the OEP, with LordPE :

%_. [ LordPE Deluxe 1 by yoda O] =]
Path FID ImageBaze | ImageSize| « PE Editar
ﬁ c:hprogram fileshalcohol softalcohol 120%alcohal.... FFFD2FEY 00400000 O0EE3000 Break & Erter
i o vprogram fles\numegatsoftice 95\ nader32 exe FFF20DEER 00400000 Qoceoaa ———
& o \progiam files\hypersnap-ds 4hprsnap.exe FFFI0DE? 00400000 00132000 M
p c:hprogram fileshmicroidzitenniz masters series 20... FFF194D3 00400000 0054E000 Unzplit
@ c:vmes documentzimain toolz\lordpetlordpe. exe FFF1EEFE 00400000 Q0036000
Durnper Server
4 » Options
Path ImageB ase ImaoeSize -
= durnp full...
[2] e \windows\spstemiuser32.di EFF500(  dump partial..
%] c:hwindowshaystemtigdi3 2 dil BFF200( active dump engine »
%] crhwindowshaystemhadyapia2 dil BFESOOI
W c:\program files\microidstennis masters serie..  004000(,  |oadinto PE editor... [temp file] bt
] crvwindowssystemskemel32.di BrF7o0 loadinto PE editor... (read only] Q
refrezh $

We create a new Import Table with ImpRec :

£l

o

Ed
Attach to an Active Process
|-::'\|:-rogram files'microids\tennis masters senes 20024tennis masters senes 2003.exe [FFF Ej Pick DLL

SELECT & MODULE

Shiow [rvealid
I N
FORDO000 00044000 shiveap di show Suspect
FFCEO0O0 007154000 shell32 dI
BFEBOO00 00010000 advapid2. di
BFES0000 0008Co00 cometl32.dI Auta Trace
BFF20000 00026000 gdiz2.dl
BFF50000 00011000 uger32.di ﬂ
Clear Imports
Ok, | Cancel |
todule lnaded: o \windowshspstembuser32 dll ﬂ
todule lnaded: o hwindowshaystembodi32. dil
Module lnaded:; o hwindowshepetembadyapi 32, dil Clear Lag

Module lnaded; o hwindowshepetemblkemel 32, dl
Getting azsociated modules done.

el kR AR

IAT Infos needed Mew Import Infios (IID+4SCI+LOADER) Optiores
DEP DEIIZID1 DD1 |."3\T .&utoSearch =31 |DDDDDDDD Size |DDDDDDDD
About
it |DDDDDDDD Size |DDDD1 uao W Add new section
Exit
Load Tree | Save Tree | Get Imports | Fix Dump

To do it, we choose the tms2003.exe process. We click on Pick DLL and we select the nil32.dll module.
Then, we have just to enter the beginning of the IAT : 1E000 (RVA), its size : 1F4 and to click on Get Imports.



..? Import REConstructor ¥1.6 FINAL [C] 2001-2003 MackT fuCF

Attach to an Active Process
|c:'\ploglam filesymicroids\tenniz masters seres 2003%tennis masters seres 2003 exe [FFF1 Eﬂ Pick DLL

Imported Functions Found
qdi3Z. dll FThunk:0001EDOD MbFunc:D [decimal:13] validYES
kermel Il FT hwar )01 ED38 MbFunc i 1
shell32.dll FThunk:0001E134 MbFunc:1 [decimal:1] validYES
uzerd2 dll FThunk:0001E19C MbFunc:16 [decimal: 22] walid YES

Shiow [rvealid

][] [

Show Suspect

Auto Trace

Clear Imports

Log

Current imports:
4 [decimal: 4] valid module(s) [added: +1 [decimal:+1]) Clear Log
72 [decimal:122] imported function(s].

[ [decimal:0] unrezolved pointer(s]] [added: -1 [decimal:-1

il BRI

Congratulations! There is

AT Infos needed Mew Impoit Infos (1D +45CI+LOADER) Bl
OEP [00004150 | IAT AutoSearch Rva 00000000 Size [DD0ODBEE
Ria |OO01EDDD | Sige |0ODOOTF4 7 e e
Load Tree | Save Tee | Get Imports | Fixt Dump A

Don't forget to solve the GetProcAddress import to obtain the new Import Table (see previously).

By disassembling the dll, we can see a part of code, which is still ciphered (offsets from 0x2E66 to 0xSCED, that is to say, a size of 0x2E87) :

(10002E30 55 push ebp

:10002E31 BBEC mov ebp, esp

P10002ES3 83EC34 sub esp, 00000034

(10002E36 53 push ebx

:10002E37 56 push esi

:10002E38 57 push edi

(10002E3S EBS24 80000 call 10007600

P10002ESE ©A00 push 00000000

(10002E40 6A05 push 00000005

(10002E42 EB13450000 call 10007754

(10002E47 H3C408 add esp, 00000008

(10002E448 90 nop

(10002EGS G0 nop

(10002EGE 9B walt

(10002EGT7 &F outsd

1000ZEGS 3434 xar al, 3A

(10002E6A EBL3 qmp 10002E7F

:10002E6C AD odsd

:10002E6D AQOFO210CD mow al, byte ptr [CO100207]
(10002E72 3147E6 xor dword ptr [edi-4a], eax
(1000ZE7S OF Tahf

P10002E7VGE DB BYTE Odéh

(10002EFY 58 pop eax

:10002E78 SE pDE esi

(10002E7S 18A40702106C8F sbb byte ptr [edi+eax-F093EFFE], ah
:10002EB0 44 inc esp

:10002E81 91 xchg eax, ecx

P10002ES2 C3 ret

We can put a bpm 10002E66 X to break and dump the deciphered code with LordPE :

r{a c:hvmes documentzimain toolzs\lordpetlordpe. exe FFF1BEFE 00400000 00036000 D
urmper Server

eN =10l x|
Fath FID ImageB ase ImageSize « FE Editor
ﬁ c:yprogram fileshalcohol softsalcohol 120%lcohal.... FFFDZFET 00400000 00663000 Ereak & Enter
ﬂ c:hprogram fileshnumeaatsofticeS5hoaderd2 exe FFF30DER 00400000 001 CCooo -
&5 ¢ \program fles\hypersnap-dx 4\hprsnap.exe FFFIODE7 00400000 00132000 _PebuidE_|
W c\program filestmicroids\tennis masters series 20...  FFF194D3 00400000 0054B000 Unzplit
| Dumper Serve|
__ Options_|

] 3 Options
Path ImageB ase ImageSize -

1] c:hwindowsitemphnil32.dll 10000000 O00ZF000

1] c:'\windows\system\usnlaﬁz dil [ Durnp Partial ]

[#] c:hwindowshsystemtigdi32.dil Diurp Informatian —

[#] chwindowshsystemhadyapi32. dil :

e . \program flesmicroids\tennis masters seri s HLsgd Tammal Tt
%] cwindowshaysterikemnel 32 dI Size: 00002E 71

E it

i

Then, we replace the deciphered code in the previous dumped .dll .

We obtain a fully rebuilt dll. By examining the disassembled code, what can we see ?



The same String Data References as the Laserlock v5 dll : "*LASERLOK* Copyright (c) 1992-1996", "Petros Skalkos **", "v5.00.607
Compile:21/3/2002".

Finally, protectionnists re-release always the same protection but in a different way.
They take their old protection dll (previous version) and have just implemented the SPEEnc, as a layer, enabling to hide the dll protection...

How can the CD authentification be bypassed ?
By putting a bp on the GetDriveTypeA API, we land at this code :

* peferenced by a CALL at aAddress:

I:10005619

:10005F59 55 push ebp

:10005F9A BBEC mov ebp, esp

:10005FSC S1ECDOO00000 sub esE, [a]aZe]ole]e]s]e]

:10005FAZ 53 push ebx

:10005FAS 56 push esi

:10005FAd4 57 push edi

:10005FAS EBZFEFFFFF call 10001EEL

:10005FAL A334010210 moy dword ptr [10020134], eax
10005FAF HB3303401021000 cmp dword ptr [10020134], 00000000
:10005FBG QF8413000000 je 10005FCF

(1O0005FBC 70100210 push 10021070

10005FC1 EBS1EBGFFFF call 10001617

10005FCa 83C404 add esp, 00000004

(1O005FCE 50 push eax

:10005FCA ER7BESFFFF call 10001844

* peferenced by a (UWinconditional or (Clonditional Jump at Address:
I:lOOOSFBG(C)

(10005FCF EBZ5BCFFFF call 1O001BFS

:10C05FDd BaCO test eax, eax

:10005FDa OF840A000000 je 10005FE6

:10005FDC BEOLOOOOCO mow eax, 00000001

:10005FEL ESF 5010000 jmp 10006158

®* peferenced by a (UWinconditional or (Clonditional Jump at address:
I:lOOOSFDG(C)

(10005FES 833030001021000 cmp dword ptr [10020130], 00000000
(10005FED OF841A000000 je 10006000

10005FFs AEE0100210 push 10021080

:10005FF3 ERLABAGFFFF call 10001617

:LO005FFD 83C404 add esp, 00000004

110006000 50 push eax

10006001 EB44BSFFFF call 10001844

210006008 33C0 X0or eax, eax

10006008 ES4ECLIOOCO jmp 1000&15E

* peferenced by a (UWnconditional or (Clonditional Jump at Address:
I:lOOOSFED(C)

10006000 SD8S34FFFFFF lea eax, dword ptr [ebp+FFFFFF34]
110006013 50 push eax

1000a014 Gand push 00000064

* peference To: kernel3Z.GetLogicalbrivestringsa, ord:0l85h

110006016 FFLSCEEQQLLO call cword ptr [1001E0CE]




1000601 BACO Test eax, eax

$1000601E OFS304A000000 jne 1000802E
(10006024 BE0L000000 mov eax, Q0000001
110006029 ESZ2D0010000 jmp 10008158

% peferenced by a (Ulnconditional or (Clonditional Jump at Address:
| s1000601ECC)

P1000602E C7459800000000 mav [ebp-68], 00000000

% peferenced by a (Unconditional or (Clonditional Jump at Address:
| r10006139¢C0)

(10006035 8B4 598 mow eax, dword ptr [ebE—Gs]

(10006038 OFEES40534FFFFFF mowsx eax, hbyte ptr [ebp+eax-000000CC]
210006040 85C0 Test eax, eax

210006042 OF84F6000000 je 1lO00613E

;10006048 3B4598 mov eax, dword ptr [ehp-68]

11000604 SD840534FFFFFF Tea eax, dword ptr [ebp+eax-000000CC]
110006052 50 push eax

* Reference To: kerne132.GetDriveTTpeA, ord:0168h

210006053 FFLSC4EQQOLLO Call dword ptr [1O01EOCA]

210006059 B3FS805 cmp eax, Q0000005

2 1000605C OFSSBO0O00O000 jne 10006112

TTO00R0E, SE4 508 mow eax, dword pir [Epp-6s]

110006065 BDB40534FFFFFF Tea eax, dword ptr [ehp+eax-000000CC]
:1000606C 50 push eax

% possible stringbata Ref from Data obj -»"_Chk:xs"

:10006060 SE90L00210 ush 10021090

110006072 3D459C ea eax, dword ptr [ebp-84]
110006075 50 push eax

:1000807Ee EBD3I4E0000 call 1000494E

:1000807FE B3CA0C add esp, 0000000C

(1000607FE BD4 5 9C lea eax, dword ptr [ehp-84]
110006081 50 push eax

110006082 EBCIBTFFFF call 1000184a

(10006087 8B4 508 mow eax, dword ptr [ebp-568]
110006084 BAB40534FFFFFF mow al, byte ptr [ebp+eax-000000CC]

“ possible stringbata Ref from Data ob] -»"x:MWLASERLOKMLASERLOK. IN"
|

110006091 SBECQDSS000210 mov ecx, dword ptr [10020088]
;10006097 3801 mov byte ptr [ecx], al

“ possible stringbata Ref from Data obj ->"x:%WLASERLOKMWLASERLOK. IN"
|

(10006099 A1SS000210 mow eax, dword ptr [10020088]
11000608E 50 push eax

“ peference To: kernel3z.GetFileattributesa, ord:0l72h

|
(1000609F FFLSCOEQDLILO Call dword ptr [1O01EOCO]
TTO00R0ASY G0 ALUSFT eax

% possible stringpata Ref from pata obj -="_artr(Elx)”

»1000604A0 GE9E1L00210 ush 10021093

;10006048 3D459C ea eax, dword ptr [ebp-64]
:100060AE 50 push eax

2 1000a0AF EBDA4B0000 call 10004A24E

210006064 B3IC40C add esp, 0000000C

(100060B7 8D4590C Tea eax, dword ptr [ebp-64]
110006084 50 push eax

1000B0BE EBSAEBYFFFF call 10001844

% possible stringbata Ref from pata obj] -»"x:M\LASERLOKMLASERLOK. IN"
|

$100060C0 A188000210 mow eax, dword ptr [10020088]
:100060C5 50 push eax

:100060C6 ESE4FLFFFF call 10005E7F

(100060CE 83C404 add esp, 00000004

$100060CE B5CO Test eax, eax

:10006000 OFE525000000 jne 100060FF

% possible stringbata Ref from Data obj -»"x:%WLASERLOKMWLASERLOK. IN"

(10006006 ALBS000210 mov eax, dword ptr [10020088]
1100060DE BAQD mov al, byte ptr [eax]

* possible stringbata Ref from pata ob] —>"x:"

110006000 SEODSCO00210 mow ecx, dword ptr [1002008C]
:100060E3 BBOL mov byte ptr [ecx], al
(100060ES 6844100210 push 10021044

:100060EA ES28B5FFFF call 10001617

P100060EF B3C404 add esp, 00000004

:100060F2 50 push eax

:100060F3 EBSZBYFFFF call 10001844

1O000B0FE 33C0 xOr eax, 2ax

$100080FA ESSCO00000 jmp 10006158

* peferenced by a (Unconditional or (Clonditional Jump at Address:
| :1000&0D00C]D
|

$100060FF 6BBOL00Z210 push 10021080
110006104 EBOEBSFFFF call 10001617
$10006109 B3C404 add esp, 00000004
:1000610C 50 push eax

110006100 EB38BFFFFF call 10001844



% peferenced by a (Uinconditional or (Clonditional Jump at Addresses:
| s1000605CCCY, 1000613410

;10006112 SB4598 mov eax, dword ptr [ehp-68]

110006115 S958530FFFFFF mov dword ptr [ebp+FFFFFF30], eax
2100081 1E FF4598 inc [ebp-&8]

(1000611E SBRS30FFFFFF mov eax, dword ptr [ebp+FFFFFF30]
110006124 OFBEB40534FFFFFF movsx eax, byte ptr [eEp+eax—000000CC]
21000681 2C BSCO test eax, eax

1000681 ZE OF8405000000 je 100068135

210006134 ESD9FFFFFF Jmp 100061712

% peferenced by a (Unconditional or (Clonditional Jump at Address:

| 100061 2ECC)

:1000612% ESFYFEFFFF jmp 10006035

% peferenced by a (Uinconditional or (Clonditional Jump at Address:
|:10006042(C)

1000681 3E GEBCLO0Z210 push 100210BC
100068143 EBCFEBA4FFFF call 10001617
100068148 B3C404 add esp, 00000004
110006148 50 push eax
:1000814C ESFYBSFFFF call 10001844
210006151 BEOLO00000 moy eax, Q0000001
10006156 ESOOQO0000 jmp 10006158

# peferenced by a (Uinconditional or (Clonditional Jump at Addresses:
I:lOOOSFEl(U), :10006008¢CU), :10006029¢U0, :1O00060FACU), :10006156(U0

110006158 SF pop edi
:1000615C SE pop esi
110006150 5B EIJD[ZI ehx
11000815 C9 gave
11000615F C3 ret

We have the classical APIs couple : GetLogicalDriveStingsA (returns the existing drives on the system) / GetDriveTypeA (returns the type of a specified
drive).

The GetFileAttributesA API returns the LASERLOK.IN file attribute (hidden attribute). So, the flag can be reversed (or some nops can be placed).

We can also make inconditional, the jump on 10005620 (it has the same effect).

% peferenced by a (Unconditional or (Clonditional Jump at Address:

| :100055420C)

|

:1000560F CF05S1801021000000000 mov dword ptr [10020118], 00000000
:100050l% ESVEOSO0000 call 10005F99

:10005381lE 85C0 Test eax, eax

» 10003620 OFS840F000000 ie 10005635

Loo0aedo CAO1IE0L0L100A000000 mow gword ptr [10020118], 00000C0A
2100053630 ESO5000000 jmp 10005634

% peferenced by a (Ulnconditional or (Clonditional Jump at Address:
| s100056200C)

210005635 EBOFQEOQQQD call 10006449

* peferenced by a (Unconditional or (Clonditional Jump at Addresses:
| 1000554400, 100055FECUT, 10005605¢00, :1000560aCU), 10005630000

110005634 A118010210 mow eax, dword ptr [10020118]

So, it is possible to crack Laserlock SPEEnc without the original disc.

Bypassing the check on LASERLOK.IN file attribute, seems to be enough to avoid the other physical structure checks,

as some SDRs let it assumed : " *NTCD_Last5 ChkSum error*", " *NTCD_Prev ChkSum error*", " *NTCD_SIGN not found*",

" *NTCDFound*", etc...

However, Laserlock does not reach the security level of some other protections, at this stage .

Indeed, the CD physical structure (defective sectors or something else) is usually used to prevent copy, but is also used by some protections to extract a
key, enabling the game executable to be deciphered...

Then, an original CD is needed to crack it, unless the deciphering algorithm implementation is bad (faults, bruteforce, etc...).

D)_Conclusions :

Generalization:

What changes from one game to another?
I looked at another game, protected by the same version of SPEEnc. It is Codename : Outbreak...
When they say that Laserlock is not generic, it makes me laugh.

It is exactly the same principle...

The "differences" are :

- the "Image Base" of SPEEnc changes... It is 007A0000 instead of 00BA0000.

- the OEP is always "decoded" by subtraction. This time, 9F9B992D is subtracted instead of 9B6D10DB

- the instructions of "fixed" SPEEnc have slightly different addresses: the RET, which makes jump towards OEP is in 6C06 instead of 6D89 from
tms2003...

This must be explained by a "pseudo-random" insertion of polymorphic code blocks into SPEEnc...

- API GetProcAddress is redirected twice in IAT (in 50C244 and 50C3A4) instead of one...

- the IT is more destroyed than in tms2003, since the pointers towards the name of dlls are also cleared (Dword 1).

In other words, nothing fabulous to deserve the name of "non generic" protection !!!

Infos (for this game)_:
OEP = 8E3AC (VO)



IT begins at S0C000 (size: 1DO0)
IAT begins at S0C1F4 (size: 9F0)

Now, you have enough information to make your own unpacker ;-)
Creating a unpacker in this case is more educational than another thing ; very few games have been protected with SPEEnc version of Laserlock...
(Codename : Outbreak, Tennis Masters Series 2003, Post Mortem and Warrior Kings, in France...).

This protection is finally easier than it appeared at first ;) ...
It still contains many errors of conception and is very far from being incrackable, as its authors ensure it...

You can always thank the author for this amusing and interesting protection ; he kindly left us his email...

goooo400 g
ooooo410
ooooo4z20 N
goooo430
goooo440 0ooa
goooo450 0000 0000 0000 FE10 0000 OO0O0
goooo4e0 0000 C410 0000 4610 0000 0000
goooo470 0000 0000 0000 0000 0000 oooo
ooooo4s0 0000 A210 0000 B410 0000 0000
goooo490 4765 744D BF64 756C 6545 B16E 646C 6541 GetModuleHandlelh
ooooo4A0 0000 0000 4765 7450 72eF 6341 ed464 7265 ... .GetProciddre
0oo0o04B0 7373 0000 0000 4CeF Bled 4Ce9 6272 6172 s=....Loadlibrar
ooooo4co 7941 0000 4B45 524E 454C 3332 2ZER4 aCeC yA. .KERMEL3Z.dl1l1
goooo4D0 OO0EE 7901 4D53 4D49 3232 3633 352E 3030 . .v MEMIZZ635.00
000004E0 4829 4B0O3 0300 0000 0000 OOOO 0000 0000 HyE.............
00o0004F0 0000 0055 eEeE 6F77 BEOO S556E 6B&F 776E .. .Unkown.Unkown
goooosoo 0031 302D 3130 2D30 3200 0000 0000 0000 .10-10-02.......
0oo0os10 0000 0000 o000 0000 0000 0000 0000 0000 ...
00000520 0000 0000 o000 0000 0000 0000 0000 0000 ... eeeenvnnns
00000530 0000 0000 0000 0000 0000 0000 0000 0000 ...
0oooo0s40 0000 0000 0OOO0O 0000 0000 0O00 EB2D 2D3D ... .eeeen. --=
ooo00s550 3Ce5 ZDeD Bl1e9 6C3A 7374 6576 6540 6CH1 ~e-mail:steve@la
00000560 7365 726C BFA3 6BZE 636F 6D7C 4943 51324 serlock.com|ICQ:
00000570 3231 3933 3936 3038 2F3D ZD50 55ES 0000 21939608-=-FU...

As for Microids, I am disappointed, that they closed shop and I do not understand why...

This french editor:studio made good games like Syberia 1 & 2, Tennis Masters Series, War And Peace: 1796-1815, compared to the garbage that french
studios like Davilex or Cyanide make, studios which are still alive!!!

They have already tested all the protections available on the market: Laserlock with Tennis Masters Series 2003, Safedisc with Syberia 2, Starforce with
War And Peace: 1796-1815, VOB ProtectCD with Tennis Masters Series (the first)... In vain...

Here it is finished with Laserlock tutorials :p

Removing the CD-check of Codename : Outbreak :

Once Laserlock removed from Outbreak.exe, it remains a CD-check to remove :

Pas de CD dans le lecteur E2

IIn'y a pag de CD de Codename : Outbreak dans |e lecteur.
Waous he pourrez gue rejoindre une partie réseau. Continuer 7

Hon |

The game launches (without movies) and then we reach the main menu...
But the two options "Play solo" and "Intro" are grayed and nonaccessible :



VERSION LINITEE

Lol... Even if you have the original, you got a limited version if you do not insert the CD!!!
We will destroy this. Disassemble Outbreak.exe, for example with W32Dasm. We look for GetDriveTypeA/GetVolumelnformationA APIs and we fall on
this code :



* referenced by a CALL at Addresses:

| s 00463655 , +0048EQDE

I

100463334 35

100463335 BBEC
(00463337 B1CAAAFBFFFF
(00463330 53

(0046333 56

Q046333F 57

(00463340 3302
100463342 899544 FBFFFF
1004633458 8995A8FBFFFF
10046334E BBFE
t00463350 3300
100463352 55

100463355 6800344600
(00463358 G4FF30
(00463356 948920
(0046335E CE45FFOO0
(00463362 BDBLIFBFEFFFF
(00463368 50

(00463369 GBFFOO0000

push ebp

mov ebp, esp

add ESE, FFFFFELY

push ebx

push esi

push edi

xor edx, edx

mov dword ptr [ebp+FFFFFBad], edx
mov dword ptr [ebp+FFFFFBAB], edx
mow edi, eax

XOr eax, eax

push eh

push 00463400

push dword ptr fs:[eax]

mov dword ptr fs:[eax], esp

mov [ebp-01], 00

lea eax, dword ptr [ebp+FFFFFEFE]
push eax

push 00000OFF

t0046336E ES313EFAFF

* reference To: kernel3Z.GetLogicalDrivestringsa, Ord:0185h

call 00407144

100463373 BBFO
t00463375 33DB
100463377 ESLEOLOO00Q

* peferenced by a (UWinconditional
I:OO4634AF(C), 1004634B9(C)

$0046337C 308410FSFEFFFF
(00463383 00

mow esi, eax
xor ek, ehx
Jmp 004634594

or (Clonditional Jump at Addresses:

lea eax, dword ptr [ebp+ebx-00000108]
push eax

(00463384 EBF33DFAFF
00463389 B33F805
P0046338C OFB505010000

* reference To: kernel3Z.GetDriveTyped, Oord:0168h

Call 0040717C
cmp eax, 00000005
jne 004634597

1004633597 BABJIDFEFEFFFF
t004633009 ERZGFAFSFF
100463308 B88IFEFDFFFF
100463344 COBIFOFDFFFF3A
100463348 CEBIFAFDFFFFAC
(00463362 CE8IFBFOFFFFOO
(00463369 SDBLFBFDFFFF
:004633BF BBDY

(004633C1 EBDZGOFAFF
$004633C6 6A00

004633C8 6A00

$004633CA 8BD45F8
$004633CD 50

(004633CE 8D45F3
100463301 50

(00463302 BD45SFR
100463305 50

100463306 6800010000
t0046330B BDEBIACFBFFFF
:004633EL 50

:004633E2 SD81ABFBFFFF
(004633E8 BAQIFBFDFFFF
(Q04633EE EBSL19FAFF
(004633F3 BDBLABFBFFFF
(004633F9 BAFS344600
(004633FE EBGL1AFAFF
100463403 SBBLABFBFFFF
100463409 EB461CFAFF
(0046340 50

mov_al, byte ptr [ebp+ebx-000000108]
call oo4070c4
mov byte ptr [ebp+FFFFFDFE], al
mov byte ptr [ebp+FFFFFDFS], 3A
mov byte ptr [ebp+FFFFFDFA], 5C
mov byte ptr [ebp+FFFFFDFE], 0O
lea eax, dword ptr [ebp+FFFFFDFE]
mov edx, edi

call 00409498

push 00000000

push 00000000

Tea eax, dword ptr [ebp-08]

ush eax

ga eax, dword ptr [ebp-08]

ush eax

ea eax, dword ptr [ebp-08]

push eax

ush 00000100

ga eax, dword ptr [ebp+FFFFFEAC]

ush eax

ea eax, dword ptr [ebp+FFFFFEAS]
mov dl, byte ptr [ebp+FFFFFDFE]
call 00404034

lea eax, dword ptr [ebp+FFFFFEAS]
mov edx, O004634F8

call 00404E6R4
mov_eax, dword ptr [ebp+FFFFFBAR]
call 00405054

push eax

# peference To: kernel3z.cetwvolumeInformationa, ord:0loFh

:0046340F ESBFS83DFAFF
100463414 83CO0
(00463416 F47F

I

call o040720C
test eax, eax
e 00463457

100463418 ESOFFYFSFF
100463410 AlLGSZE4900
100463422 CE0000
100463425 B0D8LA4FBFFFF
100463426 BD95FBFDFFFF
100463431 900010000
100463436 ESDL19FAFF
(00463436 8B95A4FBFFFF
100463441 BDBIACFCFFFF
100463447 EBBCFCFOFF
10046344C BAOLOOO0O00
100463451 BDBIACFCFFFF
100463457 ESBCUOLFAFF
1004634 5C A1682E4900
(00463461 CE0002
;00463464 ESZ3F7FSFF
100463469 35C0
(004634668 7L2A
(00463460 BDBLACFCFFFF
100463473 EBQOCFEFSFF

call 00402B3C

mov eax, dword ptr [00492E68]

mov byte ptr [eax], 00

lea eax, dword ptr [ebp+FFFFFEA4]
lea edx, dword ptr [ebp+FFFFFDFE]
moy ecx, Q0000100

call 00404E0C

mov edx, dword ptr [ebp+FFFFFEA4]
lea eax, dword ptr [ebp+FFFFFCAC]
call 00403108

mon edx, 00000001

lea eax, dword ptr [ebp+FFFFFCAC]
call 00403618

moy eax, dword ptr [00492E68]

mov byte ptr [eax], 02

call 00402B3C

test eax, eax

qne Q04834597

ga eax, dword ptr [ebp+FFFFFCAC]
call 00403284

* possible stringbata Ref from Code Obj] ->"OUTBREAK"
I

100463478 BAFC344600
100463470 BDBIACFBFFFF
100463483 ESS060FAFF
100463488 83C0
100463484 7508

mow edx, 004634FC

lea eax, dword ptr [ebp+FFFFFBAC]
call 00409408

test eax, eax

jne 00463457




:0046348C BABSFEFDFFFF mov al, hbyte ptr [ebp+FFFFFDFE]
100463452 B84 5FF mov byte ptr [ebp—Ol?, al
00463495 EEZB jmp 0D4634EF

* peferenced by a (Winconditional or (Clonditional Jump at addresses:
| :0046338CCC), 004634160C0, :0046346B(C), :0046348a(C

(004634597 83C304 add ebx, 00000004

* peferenced by a (UWinconditional or (Clonditional Jump at Address:
|:004633??(U)

:00463408 B3BC3 mov eax, ebhx

:0046349C 99 cdg

100463450 52 push edx

10046349E 50 push eax

004B349F BBECE mov eax, esi

(00463441 48 dec eax

1004R3482 3302 xor edx, edx

100463444 36542404 cmp edx, dword ptr [esp+04d]
(00463448 7500 jne 004634E7

(00463488 3E0424 cmp eax, dword ptr [esp]
100463440 54 pop edx

1004634A4E 58 pop eax

:004634AF QFBYC7FEFFFF ja 0048337 C

:004634B5 EBOB Jmp Q04634BF

* peferenced by a (UWnconditional or (Clonditional Jump at Address:
|:004634A8(C)

(00463467 SA pop edx

100463488 58 pop eax

:004634E9 QFSFEDFEFFFF g 0046337C

* peferenced by a (UWinconditional or (Clonditional Jump at Addresses:
I:00463495(U), 1004634B5CU0

004634BF 33C0 xar eax, 2ax

1004634C1 54 pop edx

1004634C2 59 pop ecx

1004634C3 59 pop ecx

:004634C4 648910 mov dword ptr fs:[eax], edx
:004634C7 GBE43448600 push 004634E4

* peferenced by a (Wnconditional or (Clonditional Jump at address:
I:OO4634E2(U)

004 634CC SDESA4FBFFFF lea eax, dword ptr [ebp+FFFFFEA4]
00463402 BADZO00000 mow edx, 00000002

100463407 EBECLAGFAFF call 00404BC8

:004634DC 3 ret

This routine of CD checking is very close to that of Tennis Masters Series 2003, except for the use of GetLogicalDriveStringsA API...

This API determines the drives configuration of your computer, making it possible to restrict the tests by GetDriveTypeA API on drives to the existing
ones only.

The GetDriveTypeA API determines for a given drive, if it is a CD drive.

In a such case, the GetVolumeInformationA API returns the volume of inserted CD (if there is one).

Lastly, returned volume is compared with "OUTBREAK" string ...

This routine is called twice, at 0046369B and at 0048E0DS...
The call in 00463698 is not followed by a test, contrary to the one in 0048E0DS :

* peferenced by a CALL at Address:

|:0048E3CF
:0048EO0DD 53 push ebx
004 BEQDL 33DB xor ehx, ehx

* possible stringbata rRef from Code obj -»>"outbreaksetup.exe"

004 8EQ0D3 BEESEOQ4 800 mov eax, 0048EQES

004 8EQDE EBSFSZFDFF call 00463334

$0048E0DD B4C0 test al, al

;004 BEQDFE F402 je 004 8EQ0E3

004 BEQEL B3OL mov BT, 01

* peferenced by a (UWinconditional or (Clonditional Jump at Address:
| :0048EQDFEC)

:0048EQ0E3 BBEC3 mov eax, ehx

TO04BEQES 5B pop ebx

(004 BEQES C3 rat

You will have understood that you just have to nop the conditional jump in 0048EODF, to launch the game (with the movies) and to play without CD!
And for the fans of String Data References :

* Possible Stringbata Ref from Code obj ->"No CD disk in drive”

(0048E4EZ2 BSDOES4 800 mov ecx, OQ48E2D0

* possible stringbata Ref from Code obj ->"There is no Codename:outbreak "
-x"CD disk in your drive.”

I
tO048E4E7 BAEAES4 800 mov_edx, O0048ESE4

004 8E4EC A1DBZD4 5900 mov eax, dword ptr [0045920D5]
004 BE4FL BEOO mov eax, dword ptr [eax]
t0048E4F3 ESEQS3FCFF call 00453808

E) Thanks:



Greetz:

ACiD BuRN, ArthaXerXes, Black Check, cdkiller (ProtectionID), CyberBob Jr, "\DAEMON", Dark-Angel, DecOdel2, diablo2002, Duelist, El-Caracol,
EliCZ, Elraizer, evincrn8, Fraviat+, +Frog's Print, KeopS, Gadix, GRim@, G-RoM, Iczelion, kilby, Laxity, Lorian, LutiN NoIR, MackT, MrOcean,
NeuRaL NoiSE, Neutral AtomX, Ni2, Nody, [NtSC], +ORC, Pedro, Peex, PEiD (snaker, Qwerton, Jibz), Psyché, Pulsar, +Pumgqara, Ricardo Narvaja,
Skuater, +Spath, +splaj, Stone, TeelJi, The Owl, tHeRaiN, TaMaMBoLo, +Tsehp, Tola, woodmann, +Xoanon, [yAtes], yoda... and all those which I forgot
and who contribute actively to the scene by their tutorials, tools and others...

all the icedump TEAM, ARTeam, CracksLatinos, DREAD, FRET, ShmeitCorp, UCF2000, UNPACKiNG GODS, TMG, all game groups...

All +HCU Students
All ppl of RCE Messageboard

these great sites:
http://207.218.156.34/krobar/index.html
http://arteam.accessroot.com/
http://tutsdyou.com/
http://www.woodmann.net/forum/index.php
http://www.woodmann.net/yates/index.htm

Special Greetz:

Christal: Thank you for all that you did for the French scene and your so great implication. My best regards :)

Laserlock: Thank you to the developers of this protection, for the few recreation hours (too few ...)

+Frog's Print & +Spath: Thank you for FrogsIce :-)

GRim@: Thank you for your "Beginner" tutorials, with which I started...

R!SC: Thanks, Master, for your tuts about CD-ROM commercial protections, like Safedisc, SecuROM, VOB ProtectCD, etc...: -)
All members of FFF ;-)

Message to TomRipley : Plz, come back !!!

Final words:

I hope that you enjoyed reading this tutorial.

If you want to study this protection, I can upload these tutorial targets. So, mail me at :

dWx5c3NIMjAWOVI9mckB5Y WhvbySmcg==
(base64 encoded)

I tried to make an original presentation "cracking"/"reversing" to show that it was possible to crack commercial protections with a minimum of
knowledge and without be aware of all the various anti-cracking techniques of protection...

A vague idea of these various techniques is largely enough as you have seen...

It is nevertheless much more interesting to reverse these techniques and it highly facilitates the attack ;)

But, the boundary between these two concepts tends to be currently erased.

Reality is always much more complex than a simple dichotomy...

Concerning Tennis Masters Series 2003, I would say that it is one of the best (more complete) games of tennis, on PC, with the Top Spin series ...
It is very far from the poor/terrible level of the Roland Garros game on PC!!!

"If you like a game, Buy it !"

- uLysse, on 27' /02 /07

"There is a crack, a crack in everything... That's how the light gets in."

For any critical comments, suggestions, informations about the latest Laserlock protections, feel free to contact me at :
dWx5¢3NIMjAWOV9mckB5Y WhvbySmeg==

(base64 encoded)

Any crack request will be ignored !!!
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